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// A flexible, model-based tool-supported approach
assists suppliers and certifiers in developing a

formal agreement about the evidence necessary to
demonstrate compliance with safety standards. //

or more safety standards. Although the
standards provide some guidance for
collecting relevant safety information
for this process, the guidance is mostly
textual, imprecise, and hard to special-
ize for context-specific needs.

An agreement about the evidence
necessary to demonstrate compliance
with the applicable standards is an
important aspect of safety assessment
practice.! Without such an agreement,
discrepancies between the ways suppli-
ers and certifiers interpret the standards
can give rise to problems on both sides.
On the supplier side, the development
process might not record the informa-
tion specifically necessary for certifica-
tion. Recovering this information af-
ter the fact can lead to significant cost
overruns and deployment delays. In-
deed, given the time lapse between de-
velopment and certification processes,
the original developers might have
moved on to a different project, depart-
ment, or company. Consequently, the
supplier might need to reproduce the
necessary evidence from scratch, often
at extremely high costs. A high-profile
example of such problems occurred
during the certification of the Airbus
A400M computer system, when a mis-
understanding in certification require-
ments led to substantial rework.2

On the certifier side, problems show
up when supplier documentation lacks
structure and direct mention of safety
information. Indeed, from our experi-
ence, suppliers often provide large frag-
ments of their existing documents with
the hope that the certifier will find the
required safety information in them.
The certifier must then spend the time
and effort to sift through the docu-
ments and, in many cases, still not find
the right information.

We developed an approach and sup-

SAFETY-CRITICAL SYSTEMS THAT maritime, and energy domains—usu- porting tool to systematically negotiate
depend on software—such as those ally undergo a stringent certification a consistent agreement between suppli-
found in the avionics, automotive, process to show compliance with one ers and certifiers about the information
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FIGURE 1. Overview of the solution for safety-evidence planning. An information model is encoded in an Eclipse-compatible format (Ecore)
and provides the input to a questionnaire-based agreement process. Administrators, suppliers, and certifiers interact through the process to
deliver a PDF document of the agreed-upon information requirements.

to collect prior to safety certification.
Our approach and tool are standard-
independent. However, for clarity in
this article, we ground our discussions
on IEC 61508, a widely adopted generic
standard for managing the functional
safety of software-dependent systems.3

Our solution for safety-evidence plan-
ning involves a questionnaire-based
agreement process, depicted in the cen-
ter of Figure 1.

The process takes a safety stan-
dard’s conceptual model as its input
and uses a questionnaire to define de-
tails about what evidence to collect and
the alternatives ways of recording and
structuring it (see the “Related Work
in Compliance Management” sidebar
for more information). An administra-
tor defines the questionnaire for a given
safety standard. The supplier proposes
answers (such as possible specializa-
tions), and a certifier accepts or rejects

the answers, providing the decision ra-
tionale via comments.

After the certifier agrees on the sup-
plier’s answers, the tool provides as
output an agreement document (in a
PDF) to review, print, and sign.

Model-Based Agreement
Our
evidence collection is model-based. Spe-

approach to planning safety-

cifically, to manage the apparent com-
plexity of safety standards and provide
an explicit and precise interpretation
of the content, we use an information
model that captures a given safety stan-
dard’s core concepts and their relations.

In earlier work,* we developed an
information model for the IEC 61508
standard as a UML class model en-
coded in an Eclipse-compatible format
(Ecore). Figure 2 shows a fragment of
the Ecore information model. Briefly,
an agreement concerning this frag-
ment must specify which safety valida-
tion techniques are carried out in which
phases and by which agents in relation

to the targeted safety integrity levels.
We use this model fragment later to il-
lustrate how to build a questionnaire
around the concepts and relations in an
information model.

The EvidenceAgreement Tool

We developed the EvidenceAgreement
tool to support our approach. The tool
is Web-based and lets certifiers and
suppliers collaborate easily even when
they’re located at different geographical
sites. EvidenceAgreement, its documen-
tation, and its commented demo are
publicly available at http:/modelme.
simula.no/evagr/index.html.

An administrator is in charge of creat-
ing a questionnaire that captures the
information required to comply with a
safety standard. In practice, the admin-
istrator role is typically played by one
or several experts—usually, certifiers—
who can interpret the relevant stan-
dard’s details and enumerate alternative
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ways of achieving compliance in differ-
ent contexts.

The administrator assigns a specific
questionnaire for suppliers and certi-
fiers to use in reaching an agreement.
The supplier and certifier must subse-
quently authenticate themselves and
then choose the questionnaire to work
on among the assigned ones. The Evi-
denceAgreement tool lets both the sup-
plier and the certifier monitor the ques-
tionnaire’s status. As Figure 3 shows,
the status for each question appears in
both text and color-coding. Pie charts
show the status for different question
types in the information model and for
their aggregated “Final status.”

In general, each standard has one in-
formation model, but the model can in-
clude several questionnaires. As a good

practice, we recommend using a single
questionnaire per information model,
encompassing all the domains to which
the underlying standard applies. Our ex-
perience with IEC 61508 supports this
recommendation. However, we can’t be
sure that one questionnaire could sup-
port any given standard in all possible
domains, so the EvidenceAgreement
tool allows the association of multiple
questionnaires to an information model.

An administrator can assign a pre-
existing questionnaire to the supplier
and certifier or create a new one. A new
questionnaire should provide some basic
information including the questionnaire
name, author, and brief description as
well as an information model based on
the standard for which compliance is
required. The EvidenceAgreement tool

can accept any information model that
can be encoded in the Ecore format.
Finally, the questionnaire must define
the questions, answers, and rules as we
describe in the remainder of this article.

Question Types
The questionnaire includes five types of
questions.

Context. Contextual questions help sup-
pliers better plan for evidence collection
in a given context. For example, “In
which domain will the product be de-
ployed?” is a common question, and its
answer would affect the safety level re-
quired. Consider a fire monitoring and
control system deployed in an offshore
oil platform as opposed to an on-land
refinery. Each deployment would have
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Safety certification is one facet of the more general problem of
compliance management,! which encompasses topics such as
process, medical, and environment regulations. A wide array of
techniques and commercial tools exist to enable the execution
and monitoring of compliance-related activities. Service-level
management is a related notion,? aimed at developing a formal
agreement for rendering services and ensuring their delivery
accordingly.

Our work on safety certification could serve as an input to
the existing compliance and service-level management tools,
such as IBS’s CompliantPro2 (www.ibs-us.com/en/products/
compliantpro) and MetricStream’s compliance management
software (www.metricstream.com), which focus on the concrete
collection and validation of evidence. In this context, our work’s
main contribution is the use of information models for formalizing
the interpretation of safety standards and guiding decisions about
what evidence to collect.

The research literature includes references to more systematic
safety evidence collection as an important problem. In particular,
Robert Lewis highlights the need for having a structured web
of safety information covering not only hazards and safety
requirements but also, among others, the requirements of
development processes, hardware elements, human agents,
and verification and validation results.3 Compliance assessment
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schemes such as CASS* for I[EC 61508 partially address this
problem by establishing guidelines for recording conformity.
However, these schemes exist at a high abstraction level and
must be specialized for a given domain or system. Our approach
addresses this gap by helping with the specialization of safety
information according to the needs of a particular context.

Our work relates most closely with questionnaire-based
elicitation techniques.® What differentiates our work is the use of
model-driven engineering concepts to facilitate the specification
of questions and possible answers and thereby ensure coverage
of the underlying safety standards and consistency between the
provided answers.
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plier’s answers. Organization Individual
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1.

Evidence concepts. Questions about
evidence concepts concern the informa- FIGURE 2. A fragment of the IEC 61508 information model. The main concepts of the
tion model’s classes, and the answers safety standard and their relationships are formally described in a UML class diagram. The
are textual descriptions of the types of  information model acts as the foundation upon which the questionnaire is created.

Final status Evidence status Agreement on evidence | Delivery status | Agreement on deliverables
Which techniques are you using to analyze the failures? To Specify Partially agreed m To specify
Which techniques are you using for functional and black-box testing? Rejected W _

2
3 Which design and coding standard have you adopted? To Specify Waiting for agreement m To specify
4 Which techniques are you using to test performance? To Specify Waiting for agreement M To specify
5 You should specify the links between concepts Source and Requirement To Specify To Specify
6 You should specify the links between pts O i and i To Specify To Specify
7 You should specify the links between concepts yReq and ityLevel To Specify To Specify
8 You should specify the links between pts O i and Desi iState Agreed Agreed
9 Which modeling techniques are you using? To Specify Agreed W To specify
10 Which techniques are you using for dynamic analysis and testing? Partially agreed Xt e] M
Final status Evidence status Relation status Deliverable status
0 0 = 0
(0%) (O%N (0%)
(25%) 0
(0%)

1
7 3 (17%) 4
7% 2 . / (75%) 67%
(33%) (0%) /
0
(0%)
To specify Waiting for agreement Agreed B Rejected M Partially agreed

FIGURE 3. The EvidenceAgreement tool interface for monitoring agreement-completion status. On one side, the supplier can easily identify
which questions need an answer—namely, those that haven't yet been answered or those to which the supplier rejects the answer. On the other
side, the certifier can easily identify which of the supplier’s answers still require a revision.
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(_ saveand close )

(_ Close without saving )
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‘Direction Trigger Answer  Question

Required number of alternatives: minimum 0, maximum 3

Rules (click the button '->' near chosen alternative)

()

in triggered Yes Do you use COTS?
(b)
History x
Status changes history
Date User Role Action Comment
1 mar 2012 13:32:45 Davide Falessi Certifier 3 Functional and black-box testing: Agreed
The user has selected the following alternatives:
1 mar 2012 13:32:17 Emanuele Turella Supplier

3 Functional and black-box testing

FIGURE 4. Example of exclusion rule type. For a given question (“How do you verify

software safety?”), the tool shows (a) the poss

ible answers, (b) the rules related to a selected

answer, and (c) a log report of the agreement reached. The rules related to the answer

selected in (a) are listed one per line, with the Direction column indicating whether the

exclusion is incoming from, or outgoing to, the answer of another question. In this example,

the highlighted answer “Simulation and modeling” in (a) has one incoming rule (from an answer

to the question “Do you use COTS?”) that excl
do you verify software safety?”

evidence required. The administrator
creates at least one question of this type
for all the information model classes.
For example, “Which are the adopted
techniques for software safety valida-
tion?” is a question that could be asso-
ciated with the “software safety valida-
tion technique” class.

Answers to these questions describe
the possible specializations of the evi-
dence. For instance, the alternative an-
swers to the safety validation technique
question in Figure 2 include “probabilis-

udes it from being a possible answer of “How

» <

tic testing,” “simulation and modeling,”
and “functional and black-box testing.”
The supplier can answer these ques-
tions by selecting from predefined an-
swers or proposing new ones. A given
questionnaire’s information model stores
the predefined answers. The certifier
must agree on all answers to questions
about evidence concepts and, if neces-
sary, can suggest additional answers.

Relations between evidence concepts.
After the supplier answers the questions
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about the model classes, it must elabo-
rate on the relations between the classes.
The questions for a given relation are
automatically derived from the answers
provided for the related class pairs. An-
swers are of the open text type. For ex-
ample, once a supplier answers the ques-
tions for “agent” and “software safety
validation technique” types of evidence
in Figure 2, it can specify which agent
will be in charge of applying which
safety validation technique.

Deliverables. The certifier and supplier
must agree on how to deliver the evi-
dence. For each proposed evidence con-
cept, the supplier must therefore answer
the question, “Which deliverable(s) will
provide this type of evidence?” Deliver-
ables include artifacts (such as a given
type of documentation) and actions
(such as a review meeting). In the Evi-
denceAgreement tool, we use the Det
Norske Veritas (DNV) plan-approval
documentation types to populate the
list of possible deliverables.?

The supplier can choose from pre-
defined answers or propose new ones.
An agreement must have at least one
agreed deliverable per evidence concept.

Rules and Inconsistent States

We use rules to enforce consistency,
completeness, and traceability in the
questionnaire answers. The admin-
istrator defines the rules, and the Evi-
denceAgreement tool checks them at
runtime. There are two types of rule,
which specify the constraints a ques-
tionnaire must meet:

* A multiplicity rule prescribes the
minimum number of answers that
the supplier must propose for a given
question. For example, the standard
might require that at least two dif-
ferent techniques (answers) are ad-
opted for software safety validation.

® An exclusion rule excludes the co-
existence of two specific answers to
the same or different questions. For
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Textual description

1. Which design and coding standard have you adopted?
1. Final status: To specify
2. Evidence status: Waiting for agreement
3. Deliverables status: To specify
4. Proposed alternatives:
A. 1 Use of coding standard

Proposed (03-nov-10 5:36 PM)

Final agreement Proposed

Agreement on evidence: Waiting for agreement
Agreement on deliverables: Waiting for agreement

5 History of evidence:
e [Supplier] The user has selected the following alternatives:
1 Use of coding standards
6 Specification of relations between concepts
2. Which techniques are you using for dynamic analysis and testing?
1. Final status: Waiting for agreement
2. Evidence status: Waiting for agreement
3. Deliverables status: Partially agreed
4. Proposed alternatives:
A. 1 Test case execution from boundary value analysis

Proposed (22-jul-10 12:54 PM)

Final agreement Proposed

Agreement on evidence: Agreed (undefined)
Agreement on deliverables: Waiting for agreement
History of deliverables

o [Certifier] Agreement set to: Proposed ()

o [Certifier] Agreement set to: Agreed()

FIGURE 5. An excerpt of a PDF document produced by EvidenceAgreement. Both supplier and certifier can sign a printed document

describing which evidence to provide; this is the result of the agreement procedure.

example, the rule excludes the an-
swer “simulation and modeling” for
software safety validation when the
answer “COTS (commercial off-the-
shelf) technology” has been selected.

The

sion and multiplicity rules can lead to

interactions between exclu-
inconsistent states. For example, the
supplier might not be able to meet the
multiplicity constraint of one question
because the answers available for it
are excluded by answers to other ques-
tions. To illustrate, consider the ex-
ample of IEC 61508, which specifies
four safety integrity levels (SILs), with
SIL 1 being the lowest level and SIL 4
the highest. At SIL 4, the supplier must
often choose at least two testing tech-
niques (answers) for software safety
validation. If two of the three possible
answers—for example, “probabilistic
testing” and “simulation and model-
ing”—are excluded by answers to other
questions, then an inconsistency occurs

because only one technique is available
for software safety validation.

Inconsistent states require the user
to backtrack and change the answers to
one or more of the previously answered
questions so that a feasible answer to the
current question is no longer excluded.
The EvidenceAgreement tool helps man-
age inconsistent states in two ways.

First, it prioritizes the questions at
runtime according to the likelihood
that each question will become infea-
sible to answer while respecting the
multiplicity rules (see the first column
in Figure 3). It estimates the likelihood
as proportional to the number of re-
quired answers and the number of ex-
clusion rules per answer. By following
the priority order suggested by the tool,
the user answers the most constrained
questions first.

Second, for each alternative answer,
the tool shows both all the alternatives
that the answer excludes and all the al-
ternatives that exclude the answer. The

example in Figure 4a lists a question
and three possible answers (excluded
answers are hidden). The “Y/N” check-
mark indicates the selected answer—in
this case, “Functional and black-box
testing.” The blue highlight and the
information in Figure 4b result from
clicking the “Rules” button for that se-
lection—in this case, the highlighted
answer “Simulation and modeling”
is excluded by an answer of the ques-
tion “Do you use COTS?” In fact, the
Direction column in Figure 4b is “in”
(incoming) if the exclusion is incoming
from an answer of another question and
“out” (outgoing) if the selected answer

excludes an answer of another question.

»

In Figure 4c¢, the tool reports the
agreement according to the date, user,
role, and the specific action performed
regarding the question.

The tool generates a PDF document as
output. This customizable report is in-
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tended mainly as an appendix to the
certification contract. Figure 5 shows
example output including statistical pie
charts of the evidence and deliverable
statuses, a matrix mapping the evi-
dence to deliverables, and a textual de-
scription of the questionnaire results.

ur approach to constructing

and specializing information

models for safety standards
lets certifiers and suppliers develop a
negotiated and structured agreement
about the evidence necessary for com-
pliance. Although we haven’t formally
evaluated the tool, we note that it’s not
a major (and disruptive) break from
current practice but, instead, a more ef-
fective way to do what’s already being
done manually with a plethora of dif-
ferent checklists and spreadsheets.

In the future, we plan to derive
data schemas from the agreements
generated by our approach and use
them to construct and manage safety
case databases that can be analyzed
automatically. @
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