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1 Copyright Notice

(c) 2000Giuseppéd.o Biondo
This article may be reproducedn whole or in part,for non commercialpurposes,
without fee,subjectto the following restrictions:

e Thecopyright noticeabove andthis permissiomoticemustbe preseredcomplete
on all completeor partialcopies.

e Any translatioror dervedwork mustbeapprovedby theauthorbeforedistribution.

2 Conventionsusedin this document

Commandsiile namesandconfiguratiorfilesarein fixed width fonts. Commandshat
canbeexecutedby ary userareprefixedwith thedollar sign($). Commandshatmustbe
executedundertherootaccountareprefixedwith the hashsign (#).

3 Intr oduction

The LightweightDirectoryAccessProtocol[1] (LDAP) seemgo addressnary applica-
tionswhereinformationcentrality retrieving andmaintenances critical. LDAP, in fact,
canbeusedto accesslatastoredin a centralsenerin afast,standarcanduniformway.

Toughtherepresentationf datausedby LDAP maynotbevery structuredjikein
arelationaldatabasethisis notaconcerrof mary administratve tasks ik e useraccounts
managementherethe entriesof the databasaresimpleuserrecords.

At the momentthe mostusedmethodto distribute usersaccountdataand other
informationthrougha network is the NetworkInformation Service(NIS). Like LDAP,
NIS is adistributedservicethatallows to have a centralsener whereconfigurationfiles
suchaspasswd, shadow, groups, services etc. arekept. The NIS seneris queriedby
NIS clientsto retrieve this information.

LDAP canoffer the samefunctionality of NIS, moreover thereare several advan-
tageson usingLDAP:

¢ Informationonthe LDAP senercanbeeasilyusedfor severalpurposesFor exam-
ple thesameusersentriesonthe LDAP databaseanbeusedfor otherapplications
like phonedirectoriesmail routing, staf databasestc.,thusavoiding datareplica-
tion andinconsisteng.

e LDAP allowscomplex accesgontrolliststo beappliedonthedatabaseThisallows
for afine tuning of permission®n the databasentries.



e A securetransmissiorchannelbetweenthe LDAP sener andthe clients can be
implementedhroughthe Secue Sodet Layer (SSL).

e A fault tolerantservicecan be implementedusing slapdreplication! and DNS
roundrobin queries(thisis not coveredin this document).

e Having a singleinstanceof userson the network helpsto maintainuserson mary
hostsfrom a single managemenpoint (i.e. you cancreateanddeleteaccountsn
the LDAP sener andthis changesreavailableimmediatelyto LDAP clients).

An LDAP servicecanthenbe usedby computerpoolsto retrieve useraccounts
informationfor authenticatiorandauthorizatiorpurposesand,at the sametime, provide
otherservices.

Hereinwe will focuson how an LDAP sener canbe usedfor authenticatiorand
authorizatioron systemgroviding the Pluggable AuthenticationModule (PAM) andthe
NameServiceSwith (NSS)technologiesin particularl’ll referto the Linux operating
systemevenif thisinstructionscanbe appliedto otheroperatingsystems.

Theenvironmentproposedonsistof anLDAP senerwhereusersaccoundatais
storedin a corvenientformatanda setof Unix clientsusingthis informationto authenti-
cateandauthorizeuserson resourcesn a standardJn*x fashion.

A securechannelis alsorequiredin client/sener communicationsincecritical in-
formationsuchasuseraccountdata,shouldnot be sentin clear over the network, this
channelwill beprovidedby the SecureSoclet Layer.

On the client side a cachingmechanismneededfor performancedssues,canbe
providedby the NameServiceCacing Daemon

All (almost)the softwareusedto build this systemis OpenSouce

4 The componentsof the framework

This sectionoutlinesthe variouscomponentghat are usedto build the authentication
system.For eachcomponents givena brief description.

4.1 Authentication: PAM and pam_ldap.so

The Pluggable AuthenticationModule allows integrationof variousauthenticatiortech-
nologiessuchas standardUNIX, RSA, DCE and LDAP into systemservicessuchas
login, passwdrlogin, su, ftp, sshetc. without changingary of theseservices.

LA mechanisnthatpermitsLDAP databaseeplicationbetweerseners.



Firstimplementedoy SunSolaris,PAM is the standardauthenticatiorframenork
of mary Linux distributions,including RedHatandDebian It providesan API through
which authenticatiomequestaremappednto technologyspecificactions(implemented
in the so called pam module$. This mappingis doneby PAM configurationfiles, in
which, for eachservicearebasicallygiventhe authenticatioomechanismso use.

In our casethepamldapmodule,implementedn thesharedibrary pam_1dap. so,
allows userandgroupauthenticatiorusingan LDAP service.

Eachservicecanbeconfigureahroughthe PAM configuratiorfilesto usedifferent
authenticationmethods.This meanghatit is possible usingthe PAM configuratiorfiles,
to write acustomlist of requirementshatanusermustsatisfyto gainaccess$o aresource.

4.2 The Name Sewice Switch and nssldap.so

Oncean useris authenticatedmary applicationsstill needaccesdo userinformation.
This information is traditionally containedin text files (/etc/passwd, /etc/shadow,
and/etc/group).

As anew nameservice(suchasLDAP) is introducedt canbeimplementeceither
in the C library (asit wasfor NIS andDNS) or in the applicationthatwishesto usethe
new nameservice.

Anyway, this canbe avoidedusinga common,generalpurpose nameserviceAPI
andby demandingo a setof librariesthe taskof retrieving this informationusingtech-
nologybasedactions.

This solutionwasadoptedn the GNU C Library thatimplementgshe NameService
Switd, a methodoriginatedform the Sun C library that permitsto obtaininformation
from variousnameserviceghrougha commonAPI.

NSSusesacommonAP| andaconfiguratiorfile (/etc/nsswitch.conf) in which
arespecifiedthe nameserviceprovidersfor every supportediatabase.

Thedatabasesurrentlysupportecdy NSS? are:

e aliasesMail aliases

¢ ethers:Ethernenumbers.

e group: Groupsof users.

¢ hosts:Hostnamesandnumbers.

e netgroup:Network wide list of hostandusers.

2|t is nota casethatthesearethe mapsprovidedby NIS.



e network: Network namesandnumbers.

e protocols:Network protocols.

e passwdUserpassverds.

e rpc: Remoteprocedurecall namesandnumbers.
e servicesNetwork services.

e shadov: Shadov userpasswverds.

Usingnssldapit is possibleto implementhemapsabove usingLDAP, aryway this
documentis focusedonly on the LDAP implementationof shadev, passwdand group
databas¢oughall the mapsabove canbeimplemented.

4.3 The Lightweight Dir ectory AccessProtocol

The"Lightweight DirectoryAccesd?rotocol” is an open-standatd protocolfor accessing
informationservices.Theprotocol runs over Internettransportprotocols,sut as TCR
andcanbeusedto accesstand-alonadirectoryserves or X.500directories.?

Informationon LDAP is representeth a hierarchicalway, in the sonamedDirec-
tory InformationTree(DIT).

The representatiorof information on LDAP is basedon the entry, relationships
amongentriesarehierarchicalandbuilt on a specialentry attribute,the objectclass This
attributeis usedto establishwhatthe entryrepresentsa namingschemalefinesrelation-
shipsamongobjectclassesEachentryis uniquelyidentified by the entry Distinguished
Name(DN).

Objectclasseare describedn a schema if an objectbelongsto an objectclasst
mustandcould have someattributeson the basisof the objectclasslefinition.

Applicationsuseobjectclasseso know how entriesarerepresentean the sener,
sincetheclientandthe sener sharethe sameobjectclasschemaThereareseveralstan-
dardobjectclassanyway; it is simpleto build a customobjectclassf standardizatioms
notaconcern.

For our applicationLDAP is usedto provide clientswith informationaboutuser
accountsandusergroups.The standardbjectclassethatareusedto representisersand
groupsare:top, posixAccountshadowAccourdndposixGoup.

3Fromthe OpenLDAP FAQ.



Usersentrieson the databasenustbelongat least* to the top, posixAccounand
shadowAccoumbbjectclassesGroupentriesmustbelongto the top andposixGioup ob-
jectclasses.

The implementatiorof pam.ldap andnssldap ® that we userefersto this object-
classeghat aredescribedn RFC 2307 [2] (seeappendixB for RFC23070bjectclasses
definitions).

4.4 The Name Sewice Caching Daemon

TheNameServiceCading Daemon(NSCD) s usedto cachenameservicelookupsand
canimprove performancevith the servicesprovidedby the NSS.

It mustbe tunedwith a large cachefor passwdentriesin orderto gainacceptable
performancentheclientside.

4.5 The Secure Socket Layer

The Secue Sodket Layer (SSL) is an applicationlayer protocol that provides a secure
transmissiorchannelbetweenparties. It is basedon public key cryptographysystems
(RSA)andon X.509 certificates.

The SSL protocolprovides:

dataencryption:Client/sener sessioris encrypted.

senerauthenticationClient canverify the sener identity.

messagé@ntegrity: Datais not modifiedduringtransmission.

clientauthenticationSener canverify theclientidentity.

SSLis neededn the communicatiorbetweenthe LDAP sener andthe clientsli-
braries(pam_1dap.so andnss_ldap.so), Sincesensibledata,suchaspasswverd entries,
needsto be encryptedbetweenthe client andthe sener. SLL alsopermitsthe client to
uniquelyidentify the sener, thusavoiding to obtainauthenticationnformationsfrom an
untrustedsource.

Clientauthenticatiorfthe seneridentifiesthe client) is not supportedn thecurrent
implementatiorof pamldapandnssldap modulestoughit maybe useful.

4An entrycanbelongto severalobjectclasses.
5 Actually LDAP NSSrecognizeotherobjectclassesyut thisis outsidethe purposeof this document.



5 Building the authentication system

This sectiondescribeghe stepsneededo build the authenticatiorsystemusingthecom-

ponentgdescribedn the previoussection.
Figurel shavstherelationship@amonghepiecesof theauthenticatiorsystemfrom

the PAM point of view.
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Figurel: PAM Layout

Figure2 shavsthe systemfrom the NSSperspectie.

Thoughthis layoutmay seemquitecomplex to implementmostof thecomponents
arealreadyin placein aLinux system.

5.1 Sewer side

Onthesenersidean LDAP sener mustbeinstalledandconfigured. The LDAP sener
usedis OpenLDAP-1.2.1F anopensourceL DAP (v2) toolkit includingan LDAP sener
(slapd) library andutilities.

http://iwww.OpenLDAP.org
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OnthesenertheOpenSSlibrary " andstunnef, anSSLwrapperarealsorequired
to provide SSLto the LDAP sener.

5.1.1 InstallingandconfiguringOpenLDAP

The installationis quite simple, once downloadedand untarredthe sources,you most
likely have to typethefollowing commands:

$ ./configure

$ make depend

$ make

# make install

By default everythingwill beinstalledunderthedirectory/usr/local.

"http:/iwvww.OpenSSL.ay
8http:/www.stunnel.og



The LDAP sener, namedslapd isin /usr/local/libexec andthe mainconfig-
urationfile of slapd is /usr/local/etc/openldap/slapd.conf

At this pointthe slapd. conf file hasto be customizedor our needs.

Thefirst sectionof the configurationfile, doesnt needto be configured.Anyway,
onething thatis usefulis to addthe 1astmod directive, this enablesautomaticupdating
of entriescreationandmodificationtimesin the entry attributescreatetimestamp and
modifytimestamp. It alsoupdateswith the DN of the creator/modifierthe attributes
creatorsname andmodifiersname.

# See slapd.conf(5) for details on configuration options.
# This file should NOT be world readable.
lastmod on

include /usr/local/etc/openldap/slapd.at.conf
include /usr/local/etc/openldap/slapd.oc.conf
schemacheck off

pidfile /usr/local/var/slapd.pid

argsfile /usr/local/var/slapd.args

Next comesthe databaseonfiguration the databaséype mustbe 1dbm, thatis an
embeddediatabasduilt with the Berkeley DB. The suffix directive definesthe root
DistinguishedNameof the LDAP sener. This is the baseDN of all the entriesin the
LDAP sener.

Therootdn directive definesthe DistinguishedNameof the privilegeduserof the
databaseTherootpw directive definesheencryptedrassverdfor therootdn. A simple
way to generatean encryptedpassverd that canbe addedin the configurationfile is by
thefollowing Perlcommand:

$ perl -e ’print "{crypt}".crypt('passwd’,’salt’)."\n";’

Wheresalt is atwo-characterstringandpasswd the passverd thatyou have cho-
sen. This generategan Unix crypt password, anyway you shouldconsiderto put at least
anMD5 passwerd here.The encryptionalgorithmusedfor the passverd is specifiedn a
prefix taginsidecurly braclets.

Thedirectory directive pointsto thedirectorywerethe databasevill be actually
stored.

Indexesarespecialindex files built to speedup searchesn the databaséor partic-
ular attributes.



For our applicationis crucial afastsearchon the: cn, uid, uidnumbey gidnumbey
gecosandobjectclasattributes.

I
# ldbm database definitions
I
database 1dbm
suffix "ou=Sezione di Milano,
o=Istituto Nazionale di Fisica Nucleare, c=IT"
rootdn ""cn=Manager,ou=Sezione di Milano,
o=Istituto Nazionale di Fisica Nucleare, c=IT"
rootpw {crypt}a_00AbS2vPWRYq
# rootpw {MD5}bmvE5SJ3Ud+vJ jvQEbAZ7Xw==
# clear text passwords, especially for the rootdn, should
# be avoided. See slapd.conf(5) for details.

directory /usr/tmp
index default pres,eq
index cn,uid,uidnumber,gidnumber,gecos,objectclass

In thelastpartof the configuratiorfile aredefinedaccesgontrollists.

#

# ACLS

#

defaultaccess read

access to attr objectClass
by * search

access to attr=loginshell,userpassword
by self write
by dn= "cn=Manager,ou=Sezione di Milano,
o=Istituto Nazionale di Fisica Nucleare,c=IT" write
by domain=ldapclientl.mi.infn.it read
by domain=ldapclient2.mi.infn.it read
by * none

access to attr=uidnumber,gidnumber,uid,gecos
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by dn="cn=Manager,ou=Sezione di Milano,
o=Istituto Nazionale di Fisica Nucleare,c=IT" write
by domain=ldapclientl.mi.infn.it read
by domain=ldapclient2.mi.infn.it read
by * none

access to attr = shadowwarning, shadowflag, shadowmin,
shadowmax, shadowinactive, shadowlastchange,
shadowexpire
by dn="cn=Manager,ou=Sezione di Milano,
o=Istituto Nazionale di Fisica Nucleare,c=IT" write
by self read
by domain = ldapclientl.mi.infn.it read
by domain = ldapclient2.mi.infn.it read
by * none

A specialattentionmustbe givento this part of the configuration sincewe don'’t
wantto make publicly availableuserdata(especiallypasswdecords).’

Onceslapdis properlyconfiguredve needto insertsomedatafor theinitial creation
of thedatabaseThereforeanLDIF (LDAP Datainterchangdormat)file mustbecreated.
Thisis atext file thatcanbeimportedin the LDAP database&vith thecommand:

$ 1dif21dbm -i your file.ldif'?

Hereis anexampleof aminimal LDIF file. Eachentryis separatetby a blankline.

dn:ou=Sezione di Milano,
o=Istituto Nazionale di Fisica Nucleare,C=it
objectclass: top
objectclass: organizationalUnit
ou: Sezione di Milano

dn:ou=groups, ou=Sezione di Milano,
o=Istituto Nazionale di Fisica Nucleare,c=it
objectclass: top

9Notethatlinesthataretoo long arecontinuedon the following line startedby atabor a spacethisin
truetoo for LDIF formatfiles.
101dif2ldbm is providedwith the OpenLDAP package
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objectclass: organizationalUnit

ou: groups

dn:ou=people, ou=Sezione di Milano,
o=Istituto Nazionale di Fisica Nucleare,c=it
objectclass: top
objectclass: organizationalUnit
ou: people

dn: cn=Giuseppe LoBiondo, ou=people, ou=Sezione di Milano,
o=Istituto Nazionale di Fisica Nucleare,C=it

cn: Giuseppe Lo Biondo

sn: Lo Biondo

objectclass: top

objectclass: person

objectclass: posixAccount

objectclass: shadowAccount

uid:giuseppe

userpassword: {crypt}$1$ss2ii (0$gbs*do&@=) eksd

uidnumber:104

gidnumber:100

gecos:Giuseppe Lo Biondo

loginShell:/bin/zsh

homeDirectory: /home/giuseppe

shadowLastChange: 10877

shadowMin: 0

shadowMax: 999999

shadowWarning: 7

shadowInactive: -1

shadowExpire: -1

shadowFlag: 0

dn: cn=mygroup, ou=groups, ou=Sezione di Milano,
o=Istituto Nazionale di Fisica Nucleare,c=it

objectclass: top

objectclass: posixGroup

cn: mygroup

12



gidnumber: 100
memberuid: giuseppe

memberuid: anotheruser

Herewe definedthe organizationunit “ou=Sezionedi Milano,o=lIstitutoNazionale
di FisicaNucleare C=it” underwhich arecontainedwo suborganizationalinits: people
andgroups Thenis describedh userthatbelongsto the peopleorganizationalunit anda
group(which theusersbelongsto) underthe groupsorganizationalnit. 1.

The LDIF file mustbe importedin the sener while it is not running sincethe
1dif21dbm commandbuilds the databasdypassinghe LDAP sener. Oncethe LDIF
file is importedinto the databasethe sener canbe started.

5.1.2 |InstallingOpenSSL

OpenSSLjs anopensourceimplementatiorof the SSL protocolthat providesthe SSL
library anda setof cryptographytools. OpenSSlis neededo compilestunnel.
To install OpenSSLyou have to typethe following commands:

$ ./config

$ make

$ make test

# make install

everythingwill beinstalledin /usr/local/ssl.

5.1.3 Installingstunnel

SinceOpenLDAP 1.2.xis aV2 implementatiorof LDAP it doesnt provide SSL/TSLby
itself. ThismeanghatanSSLwrapperis neededif youhaveanSSLawareLDAP sener,
you don't needto usestunnel). If OpenSSLis correctly installedthe only command
neededo compileandinstall stunnelare:

$ ./configure
$ make
# make install

Hysefultoolsto corvert existing databasesto Idif formatareprovidedby PADL andcanbefound at
theaddresstp:/ftp.padl.com/pub/MigationTools.targz
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stunnelusesa sener certificatefor SSL, this can be a self signedcertificate,or,
better a certificatesignedby your own CertificationAuthority (the client hasto trustthe
CA t00).

By defaultthe sener certificateis in containedn thefile:

/usr/local/ssl/certs/stunnel.pem

If having a CertificationAuthority is nota concerna self signedcertificatecanbe
producedusingthetoolsprovided by the OpenSSLsuite.
In the stunneldirectorytypethefollowing commands:

$ openssl req -new -x509 -days 365 -nodes -config stunnel.cnf \
-out stunnel.pem -keyout stunnel.pem
$ openssl gendh 512 >> stunnel.pem

Thiswill produceaselfsignedcertificate valid for ayear in thefile stunnel . pem.

5.2 Client side

Ontheclientsidepam_ldap.so andnss_ldap.so arerequiredandthey mustbecompiled
usingtheNetscapé DAP Library (Mozilla) sinceit providestherequiredL DAPS(LDAP
over SSL)API. Thelibrary is distributedin a binary packagaunderNetscapédicenseand
is notopensource(it is public domainanyway).

Thepackageanbeextractedfor example,in thedirectory/usr/local/ldapsdk.

Clientlibrariesmustalsohave accesgo a certificatedatabaseontainingthe LDAP
(stunnel)sener certificateandthe CA certificateof the CA thatsignedthe stunnelsener
certificate(markedastrusteg.

The certificatedatabasenustbe in Netscapdormat sincethe Mozilla LDAP API
usedto compilepam_ldap andnss_ldap usescertificatedatabases Netscapdormat.

To dealwith certificatedatabases is corvenientto usethe certutil utility found
in the PKCS#11packageprovidedby Netscapé?.

Themainconfiguratiorfile for LDAP clientsis /etc/1dap. conf.

5.2.1 PAM LDAP InstallationandConfiguration

To compileandinstall pam.lIdap,do thefollowing

121n atricky way, it is alsopossibleto usethe NetscapeCommunicatorertificatedatabase.
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$ ./configure --with-ldap-lib=netscape4 \
--with-1ldap-dir=/usr/local/ldapsdk

$ make

# make install

# ldconfig

The configureswitch --with-1dap-1ib tells which LDAP library you aregoing
to use.

Theswitch--with-1dap-dir tellswhereyouhaveinstalledyourNetscapédapsdk
toolkit.

PAM hasto beproperlyconfiguredn orderto accesshenew authenticatiorsystem.
PAM configuratiorfiles arelocatedin thedirectory/etc/pam.d andarenamedafterthe
servicefor which authentications provided.

For examplethisis the PAM configuratiorfile for thelogin service(in afile named
login).

#/,PAM-1.0

auth required /lib/security/pam_securetty.so

auth required /lib/security/pam_nologin.so

auth sufficient  /lib/security/pam_ldap.so

auth required /lib/security/pam_unix_auth.so \
use_first_pass

account sufficient  /lib/security/pam_ldap.so

account required /lib/security/pam_unix_acct.so

password required /lib/security/pam_cracklib.so

password sufficient /lib/security/pam_ldap.so
password required /lib/security/pam_unix_passwd.so \
use_first_pass md5 shadow

session required /lib/security/pam_unix_session.so

StandardPAM configurationfiles for usewith PAM canbefoundin the pamldap
sourcedistribution, in the directorypam_ldap-version/pam.d.

Thisfiles canbe copiedin the /etc/pam.d directory Cautionmustbegivenwhen
performingthis operation sinceif somethinggoeswrongyou probablywill not be able
to login again. It is suggestedo make a backupcopy of /etc/pam.d beforeinstalling
new files thereandto leave anopenprivilegedshell.
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5.2.2 NSSLDAP installationandconfiguration

Assumingthattheldapsdkisin /usr/local/ldapsdk you have to modify the Makefile
toenableSSL.Look for NSFLAGS in Makefile.linux.mozilla anduncommentDSSL.
Also checkthe LIBS definitionto seeif the ldapssllibrary specifiedin thefile is
the samethat you have installed(1dap nss.so compileswith both libldapssl40andi-
bldapss|30).
Thenyou caninstall thelibrary:

$ make -f Makefile.linux.mozilla
# make -f Makefile.linux.mozilla install
# ldconfig

Onceyouhaveinstalledit youmustedittheNSSconfiguratiorfile /etc/nsswitch. conf.
ToughLDAP canbeusedfor all theservicesve useit only for passwdgroupandshadev
thereforewe shouldhave somethindike:

passwd: files ldap
group: files ldap
shadow: files ldap

in the first lines of the configurationfile. With this configuration,entriesarefirst
lookedin the systenfiles and,if novalueis returnedthe LDAP seneris queried.

5.2.3 NSCDconfiguration

NSCD s alreadyavailablein mary Linux distributions,anyway it canbe found within
the GNU C library package.

The NSCD configurationfile is /etc/nscd. conf Eachline specifieseitheran at-
tributeandavalue,or anattribute,cachenamegndavalue.Fieldsareseparate@itherby
SFACE or TAB characters.cachename canbehosts, passwd, Or groups (in our case
we won’t cachehosts).

enable-cache passwd yes
positive-time-to-live passwd 600
negative-time-to-live passwd 20

suggested-size passwd 211
keep-hot-count passwd 20
check-files passwd yes
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enable-cache group yes
positive-time-to-live group 3600
negative-time-to-live group 60

suggested-size group 211
keep-hot-count group 20
check-files group yes

Keepin mindthatthenscd programcacdespasswdentriesobtainedirom LDAP.

Thismeanghatwhenanuseris modifiedontheldapsener, thenscdcacheremains
valid. Thisis avoidedwhenusingflat unix files by the check-files directive thatin-
validatesthe cachewhenthe correspondindile is modified. Sucha mechanisnshould
be generalizedat the momentanyway doesnot applyto LDAP. A way to avoid possible
misalignmentdetweerthe LDAP senerandthecaches to invalidatethecachemanually
whenupdatingpasswdentrieswith thecommand:

# nscd --invalidate=TABLE

WhereTABLE canbepasswd, groups Or hosts.

To avoid confusionwhentesting,do not usenscd.

Moreoverusingnssandnscdwill producealot of openfiledescriptorssois easyto
run out of availablefiledescriptorson the system(this canhangyour system).

You canincreasethe maximumnumberof filedescriptordan a Linux box (Kernel
2.2.x)with somethindike:

# echo 16384 > /proc/sys/fs/file-max

The maximumnumberof filedescriptorssuggestedor a systemdependsanyway
from the configurationof your system.

5.2.4 LDAP clientconfiguratiorfile

TheLDAP clientconfiguratiorfile /etc/1dap.conf isreadby pam_1dap andnss_ldap
aswell asotherLDAP clients. Thefollowing is anexampleof how it shouldlook likein
our ervironment.

#
# $Id: ldap.conf,v 2.10 2000/01/14 23:29:47 lukeh Exp $
# This is the configuration file for the LDAP nameservice
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switch library and the LDAP PAM module.
PADL Software
http://www.padl.com

If the host and base aren’t here, then the DNS RR
_ldap._tcp.<defaultdomain>. will be resolved. <defaultdomain>
will be mapped to a distinguished name and the target host
will be used as the server.

H OH H OH H OH O H OH OH H

Your LDAP server. Must be resolvable without using LDAP.

host 192.111.111.111

#

# The distinguished name of the search base.

base ou=Sezione di Milano,o=Istituto Nazionale di Fisica Nucleare,C=it

The LDAP version to use (defaults to 2)
ldap_version 3

The distinguished name to bind to the server with.
Optional: default is to bind anonymously.
binddn cn=manager,dc=padl,dc=com

The credentials to bind with.
Optional: default is no credential.

H OH OH O H OH OH O H OH OH H

#bindpw secret

#

# The port.

# Optional: default is 389. 636 is for ldaps
port 636

#

# The search scope.

#scope sub

#scope one

#scope base

#

# The following options are specific to nss_ldap.
#

18



# The hashing algorithm your libc uses.

# Optional: default is des

#crypt mdb

#crypt sha

#crypt des

#

# The following options are specific to pam_ldap.
#

# Filter to AND with uid=¥%s

pam_filter objectclass=posixAccount

#

# The user ID attribute (defaults to uid)
pam_login_attribute uid

#

# Search the root DSE for the password policy (works
# with Netscape Directory Server)
#pam_lookup_policy yes

#

# Group to enforce membership of

#

#pam_groupdn cn=PAM,ou=Groups,dc=padl,dc=com

#

# Group member attribute

pam_member_attribute memberuid

# Template login attribute, default template user
# (can be overridden by value of former attribute
# in user’s entry)

#pam_login_attribute userPrincipalName
#pam_template_login_attribute uid
#pam_template_login nobody

Hash password locally; required for University of

Directory Server if you’re using the UNIX-Crypt

#

#

# Michigan LDAP server, and works with Netscape

#

# hash mechanism and not using the NT Synchronization
#

service.

pam_crypt local
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#

# SSL Configuration

ssl yes

sslpath /usr/local/ssl/certs
#

To avoid problemswith thevariousapplicationghatmayreadthisfile it is suggested
thatyou don't usetabsbetweerparameterandvalues,only a singlespace.

Thepam_groupdn directveis usefulwhenanLDAP sener providesauthentication
informationto a pool of clients,but theusershouldbeauthorizedonly on a setof clients.
This directive canprovide the samefunctionality of NIS netgroups.

The SSL configurationdirectvesarenot documentedn the packagebut they tell
to enableSSL andwherethefile containingthe LDAP sener certificateandthe CA cer
tificateis stored.

A Netscapeertificatedatabas@amedcert7.db is searchedn sslpath. Thisfile
mustcontainthe sener certificateandthe CA certificate(unlessthe sener certificateis
selfsigned).Therearetwo waysto generatehis file: usingthe Netscapd?KCS#11tools
or usingthe Netscapdrowser

With the Netscapébrowser, afteryou have startedslapdandstunnelon the sener
you canuseNetscapéNavigatorto connecto the URL https://yourdap.serer:636/,you
will be promptedto insertthe sener certificatein your databaseAlso the CA certificate
(providedby your CA) mustbe loadedin the databas€unlessyou areusinga self signed
certificate).At this pointyou cancopy the $HOME/ .netscape/cert7.db in sslpath. It
is preferredthatyou usea scratchaccountwith a default cert7.dbfile sinceothersener
certificateghatmaybepresenin your personatertificatedatabasavill beconsideredy
your client astrustedauthenticatiorseners. Oncethe browvserhasimportedthe sener
certificateit canbeusedto delug SSL sinceit will behae lik e the pamandnsslibraries.

6 Starting up

Onthesener sideyou have to startslapd(the LDAP daemorprocesswith acommand
like:

# /usr/local/libexec/slapd
Thenstunnelhave to be startedon the LDAPS port 636:

# /usr/local/sbin/stunnel -r ldap -d 636 \
-p /usr/local/ssl/certs/stunnel.pem
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For deluggingyou canstartstunnel in foregroundwith the following syntax:

# /usr/local/sbin/stunnel -r ldap -d 636 \
-D 7 -f -p /usr/local/ssl/certs/stunnel.pem

Ontheclientnscdcanbe startedwith the RedHatstartupscript:
# /etc/rc.d/init.d/nscd start
If PAM andNSSarecorrectlyconfiguredhis shouldbeenough.

7 Accountsmaintenance

At this point accountcreationandmaintenancehouldbe doneusingLDAP client tools
(seeappendixA for LDAP clients).
Unfortunatelythesegenerapurposeoolsarenotintendedor Un*x accountgnain-
tenance. The one that seemsto be enoughversatileis the LDAP Browser/Editorthat
allowsto setpassverdsin variousformatsandcanuseSSLto connecto the sener.

8 Known limits

As it is for NIS with asinglemastersener (no slave seners),LDAP withoutareplication
mechanismiepresents singlepoint of failurefor the authenticatiorsystem.For authen-
tication purposest is ratherimportantto implementLDAP replication. The sener that
cameswith OpenLDAP (slapd) providesreplicationcapabilities.
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A File permissions

Thefollowing arethefile permissionghatshouldbe appliedto someof thefiles usedby
theauthenticatiorsystem.

-rw-r--r-— Troot.root /etc/ldap.conf

-ry------- root.root /usr/local/etc/openldap/slapd.conf
-rwxr-xr-x root.root /lib/security/pam_ldap.so.1
-rw-r--r-- root.root /lib/libnss_ldap-2.1.2.s0
-Trw-r--r-— Troot.root /usr/local/ssl/certs/cert7.db
-ry--——--- root.root /usr/local/ssl/certs/stunnel.pem

B Public domain software

The following list gives pointersto opensourceresourcesieededo implementthe in-
frastructuredescribedn this documentFor eachpackages reportedheversionusedfor
thetests.

e Linux

— Description:An opensourceUn*x operatingsystem.
— URL: http://www.kernel.og
— Version:2.2.16

e OpenLDAP

— Description:An opensourceimplementatiorof LDAP derivedfrom the Uni-
versity of Michigancode.

— URL: http://www.OpenLDAP.org
— Version:1.2.11

e OpenSSL

— Description:An opensourcemplementatiorof SSLderivedfromtheSSLeay
code.

— URL: http://mww.OpenSSL.ag

— Version:0.9.5a

e Linux-PAM
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— Description:PluggableAuthenticationModulesfor Linux
— URL: http://www.kernel.og/pub/linux/libspam/
— Version:0.72

e stunnel

— Description:A generalpurposeSSLtunnel.
— URL: http://www.stunnel.og
— Version:3.8p4
e nssldapandpamldaplibraries
— Description: PAM LDAP moduleand NSS LDAP library implementations,
the coreof the authenticatiorsystem.
— URL: ftp://ftp.padl.com/pub/
— Version:nssldap 113

— Version:pamldap72
e Netscape DAPSDK andPKCS#11tools

— Description: The Netscapd.DAPSDK providesthe requiredLDAPS library
neededo compile SSL aware pamandnsslibraries. PKCS#11packagen-
steadprovides utilities for NetscapecertificatedatabasesThis is not Open
Sourceandis underNetscapénelicense.

— URL: http://www.iplanet.com/danloads/@veloper/inagx.html
— Version:LDAPSDKfor C 4.1
— Version:PKCS#11 Utility Packagel.0.6

e nscd

— Description: TheNameServiceCachingDaemon.
— URL: http://www.gnu.og/software/libc/
— Version:2.1.3

e LDAP Browser/Editor

— Description:A powerful Java LDAP Browser/Editor
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— URL: http://www-unix.mcs.anl.ga/~gawor/ldap/

— Version:2.8betall
e GQ

— Description:A GTK LDAP Browser/Editor
— URL: http://biot.com/gq
— Version:0.2.3

C RFC 23070bjectclasses

Thefollowing areobjectclasseasdefinedby the RFC2307[2].

nisSchema.2.0

NAME "posixAccount”

SUPtop

AUXILIARY

DESC"Abstractionof anaccountwith POSIXattributes”
MUST ( cn$ uid $ uidNumber$ gidNumber$ homeDirectory)
MAY (userRssvord $ loginShell$ gecos$ description)

nisSchema.2.1

NAME "shadavAccount”

SUPtop

AUXILIARY

DESC”Additional attributesfor shadav passverds”
MUST uid

MAY (userRssvord $ shadevLastChangé& shadevMin
shadevMax $ shadevWarning$ shadavinactive $
shadavExpire $ shadevFlag$ description)

nisSchema.2.2

NAME "posixGroup”

SUPtop

STRUCTURAL

DESC"Abstractionof agroupof accounts”
MUST ( cn$ gidNumber)

MAY (userRssvord$ memberUid$ description)
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nisSchema.2.3

NAME "ipService”

SUPtop

STRUCTURAL
DESC"AbstractionanInternetProtocolservice.
Mapsan|P portandprotocol(suchastcp or udp)
to oneor morenamesthedistinguishedralueof
thecn attribute denoteghe service”scanonical
name”

MUST ( cn$ ipServicePort ipServiceProtoco)
MAY ( description)

nisSchema.2.4

NAME "ipProtocol”

SUPtop

STRUCTURAL

DESC”Abstractionof anlP protocol. Mapsa protocolnumber
to oneor morenames.Thedistinguishedralueof thecn
attribute denoteghe protocol’scanonicahame”

MUST ( cn$ ipProtocolNumbe# description)

MAY (description)

nisSchema.2.5

NAME "oncRpc”

SUPtop

STRUCTURAL

DESC”Abstractionof an OpenNetwork Computing(ONC)
RFC1057RemoteProcedureCall (RPC)binding.
This classmapsan ONC RPCnumberto aname.
Thedistinguishedralueof thecn attribute denotes
theRPCservice”scanonicahame”

MUST ( cn$ oncRpcNumbes description)

MAY description)

nisSchema.2.6

NAME "ipHost”

SUPtop

AUXILIARY

DESC"Abstractionof ahost,an|P device. Thedistinguished
valueof thecn attribute denoteghe host’scanonical
name.Device SHOULD beusedasa structuralclass”

MUST ( cn$ipHostNumbe)

MAY (| $description$ manage)
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nisSchema.2.RNAME "ipNetwork”

SUPtop

STRUCTURAL

DESC”Abstractionof a network. Thedistinguishedralueof
thecn attribute denoteghe networks canonicahame”
MUST ( cn $ ipNetworkNumber)

MAY (ipNetmaskNumbe$ | $ descriptionts manager)

nisSchema.2.8

NAME "nisNetgroup”

SUPtop

STRUCTURAL

DESC"Abstractionof anetgroup.May referto othernetgroups”
MUST cn

MAY ( nisNetgroupTiple $ memberNisNetgroufs description)

nisSchema.2.09

NAME "nisMap”

SUPtop

STRUCTURAL

DESC”A genericabstractiorof aNIS map”
MUST nisMapName

MAY description

nisSchema.2.10

NAME "nisObject”

SUPtop

STRUCTURAL

DESC”An entryin aNIS map”

MUST ( cn$ nisMapEntry$ nisMapName
MAY description

nisSchema.2.11

NAME "ieee802Deice”

SUPtop

AUXILIARY

DESC"A device with aMAC addressdevice SHOULD be
usedasastructuralclass”

MAY macAddress
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nisSchema.2.12

NAME "bootableDeice”

SUPtop

AUXILIARY

DESC”A device with bootparametersievice SHOULD be
usedasa structuralclass”

MAY ( bootFile$ bootRarametej
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