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Abstract

This document focuses on how to use LDAP as a NIS substitute for user accounts man-
agement. Having a lot of user accounts on several hosts often causes misalignments in the
accounts configuration. LDAP can be used to build a centralized authentication system
thus avoiding data replication and increasing data consistency.
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1 Copyright Notice

(c) 2000GiuseppeLo Biondo

This articlemaybereproducedin wholeor in part, for noncommercialpurposes,

without fee,subjectto thefollowing restrictions:

8 Thecopyright noticeaboveandthis permissionnoticemustbepreservedcomplete

onall completeor partialcopies.

8 Any translationor derivedwork mustbeapprovedby theauthorbeforedistribution.

2 Conventionsusedin this document

Commands,file namesandconfigurationfilesarein 9;:=<?>A@CB;:=@EDGF fonts.Commandsthat

canbeexecutedby any userareprefixedwith thedollarsign($). Commandsthatmustbe

executedundertherootaccountareprefixedwith thehashsign(#).

3 Intr oduction

TheLightweightDirectoryAccessProtocol [1] (LDAP) seemsto addressmany applica-

tionswhereinformationcentrality, retrieving andmaintenanceis critical. LDAP, in fact,

canbeusedto accessdatastoredin acentralserver in a fast,standardanduniformway.

Toughtherepresentationof datausedby LDAP maynot bevery structured,like in

arelationaldatabase,this is notaconcernof many administrativetasks,likeuseraccounts

managementwheretheentriesof thedatabasearesimpleuserrecords.

At the momentthe most usedmethodto distribute usersaccountdataand other

information througha network is the NetworkInformationService(NIS). Like LDAP,

NIS is a distributedservicethatallows to have a centralserver whereconfigurationfiles

suchas HJILKGK=BM@ , K=FNIA@NOPB , QGRJO=SGH;K , KT>ARGU;:EVT>LK etc. arekept. TheNIS server is queriedby

NIS clientsto retrieve this information.

LDAP canoffer the samefunctionality of NIS, moreover thereareseveraladvan-

tageson usingLDAP:

8 InformationontheLDAP servercanbeeasilyusedfor severalpurposes.For exam-

ple thesameusersentrieson theLDAP databasecanbeusedfor otherapplications

likephonedirectories,mail routing,staff databasesetc.,thusavoidingdatareplica-

tion andinconsistency.

8 LDAPallowscomplex accesscontrolliststobeappliedonthedatabase.Thisallows

for afine tuningof permissionson thedatabaseentries.
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8 A securetransmissionchannelbetweenthe LDAP server and the clients can be

implementedthroughtheSecureSocket Layer(SSL).

8 A fault tolerantservicecan be implementedusing slapdreplication W and DNS

roundrobinqueries(this is not coveredin this document).

8 Having a singleinstanceof userson thenetwork helpsto maintainuserson many

hostsfrom a singlemanagementpoint (i.e. you cancreateanddeleteaccountsin

theLDAP serverandthis changesareavailableimmediatelyto LDAP clients).

An LDAP servicecan then be usedby computerpools to retrieve useraccounts

informationfor authenticationandauthorizationpurposes,and,at thesametime,provide

otherservices.

Hereinwe will focuson how an LDAP server canbe usedfor authenticationand

authorizationon systemsproviding thePluggableAuthenticationModule(PAM) andthe

NameServiceSwitch (NSS)technologies,in particularI’ ll refer to the Linux operating

systemevenif this instructionscanbeappliedto otheroperatingsystems.

Theenvironmentproposedconsistsof anLDAP serverwhereusersaccountdatais

storedin aconvenientformatanda setof Unix clientsusingthis informationto authenti-

cateandauthorizeuserson resourcesin astandardUn*x fashion.

A securechannelis alsorequiredin client/servercommunicationssincecritical in-

formationsuchasuseraccountdata,shouldnot be sentin clearover the network, this

channelwill beprovidedby theSecureSocket Layer.

On the client side a cachingmechanism,neededfor performanceissues,can be

providedby theNameServiceCachingDaemon.

All (almost)thesoftwareusedto build this systemis OpenSource.

4 The componentsof the framework

This sectionoutlinesthe variouscomponentsthat are usedto build the authentication

system.For eachcomponentis givenabrief description.

4.1 Authentication: PAM and pam ldap.so

ThePluggableAuthenticationModuleallows integrationof variousauthenticationtech-

nologiessuchas standardUNIX, RSA, DCE and LDAP into systemservicessuchas

login, passwd,rlogin, su,ftp, sshetc.without changingany of theseservices.X
A mechanismthatpermitsLDAP databasereplicationbetweenservers.
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First implementedby SunSolaris,PAM is the standardauthenticationframework

of many Linux distributions,includingRedHatandDebian. It providesanAPI through

which authenticationrequestsaremappedinto technologyspecificactions(implemented

in the so called pam modules). This mappingis doneby PAM configurationfiles, in

which, for eachservicearebasicallygiventheauthenticationmechanismsto use.

In ourcase,thepam ldapmodule,implementedin thesharedlibrary HJIPY Z[@?I[H]\�KEO ,
allowsuserandgroupauthenticationusinganLDAP service.

EachservicecanbeconfiguredthroughthePAM configurationfiles to usedifferent

authenticationmethods.Thismeansthatit is possible,usingthePAM configurationfiles,

to write acustomlist of requirementsthatanusermustsatisfyto gainaccessto aresource.

4.2 The NameServiceSwitch and nss ldap.so

Oncean useris authenticated,many applicationsstill needaccessto userinformation.

This information is traditionally containedin text files ( ^E>TD_VE^=HJILKGK=BM@ , ^A>TD_VE^?K`FNIA@NO[B ,
and ^E>TD_VE^[QMRNO=SGH ).

As a new nameservice(suchasLDAP) is introducedit canbeimplementedeither

in theC library (asit wasfor NIS andDNS) or in theapplicationthatwishesto usethe

new nameservice.

Anyway, this canbeavoidedusinga common,generalpurpose,nameserviceAPI

andby demandingto a setof librariesthe taskof retrieving this informationusingtech-

nologybasedactions.

Thissolutionwasadoptedin theGNU C Library thatimplementstheNameService

Switch, a methodoriginatedform the SunC library that permitsto obtain information

from variousnameservicesthroughacommonAPI.

NSSusesacommonAPI andaconfigurationfile ( ^A>AD_VE^=a;KMK=B;:`D_V=F]\bVEO=aL9 ) in which

arespecifiedthenameserviceprovidersfor everysupporteddatabase.

Thedatabasescurrentlysupportedby NSS c are:

8 aliases:Mail aliases.

8 ethers:Ethernetnumbers.

8 group:Groupsof users.

8 hosts:Hostnamesandnumbers.

8 netgroup:Network wide list of hostandusers.d
It is not acasethatthesearethemapsprovidedby NIS.
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8 network: Network namesandnumbers.

8 protocols:Network protocols.

8 passwd:Userpasswords.

8 rpc: Remoteprocedurecall namesandnumbers.

8 services:Network services.

8 shadow: Shadow userpasswords.

Usingnssldapit is possibleto implementthemapsaboveusingLDAP, anywaythis

documentis focusedonly on the LDAP implementationof shadow, passwdandgroup

databasetoughall themapsabovecanbeimplemented.

4.3 The Lightweight Dir ectory AccessProtocol

The”Lightweight DirectoryAccessProtocol” is anopen-standard protocolfor accessing

informationservices.Theprotocol runsover Internettransportprotocols,such asTCP,

andcanbeusedto accessstand-alonedirectoryservers or X.500directories.e
Informationon LDAP is representedin a hierarchicalway, in thesonamedDirec-

tory InformationTree(DIT).

The representationof information on LDAP is basedon the entry, relationships

amongentriesarehierarchicalandbuilt on a specialentryattribute,theobjectclass. This

attributeis usedto establishwhattheentryrepresents,anamingschemadefinesrelation-

shipsamongobjectclasses.Eachentry is uniquelyidentifiedby theentryDistinguished

Name(DN).

Objectclassesaredescribedin a schema, if an objectbelongsto an objectclassit

mustandcouldhavesomeattributeson thebasisof theobjectclassdefinition.

Applicationsuseobjectclassesto know how entriesarerepresentedon the server,

sincetheclient andtheserversharethesameobjectclassschema.Thereareseveralstan-

dardobjectclass,anyway, it is simpleto build a customobjectclassif standardizationis

notaconcern.

For our applicationLDAP is usedto provide clientswith informationaboutuser

accountsandusergroups.Thestandardobjectclassesthatareusedto representusersand

groupsare: top, posixAccount, shadowAccountandposixGroup.f
FromtheOpenLDAP FAQ.
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Usersentrieson the databasemustbelongat least g to the top, posixAccountand

shadowAccountobjectclasses.Groupentriesmustbelongto the top andposixGroupob-

jectclasses.

The implementationof pamldap andnssldap h that we userefersto this object-

classesthat aredescribedin RFC 2307[2] (seeappendixB for RFC2307objectclasses

definitions).

4.4 The NameServiceCaching Daemon

TheNameServiceCaching Daemon(NSCD)is usedto cachenameservicelookupsand

canimproveperformancewith theservicesprovidedby theNSS.

It mustbe tunedwith a large cachefor passwdentriesin orderto gainacceptable

performanceon theclient side.

4.5 The Secure Socket Layer

The Secure Socket Layer (SSL) is an applicationlayer protocol that providesa secure

transmissionchannelbetweenparties. It is basedon public key cryptographysystems

(RSA)andon X.509certificates.

TheSSLprotocolprovides:

8 dataencryption:Client/serversessionis encrypted.

8 serverauthentication:Client canverify theserver identity.

8 messageintegrity: Datais notmodifiedduringtransmission.

8 clientauthentication:Servercanverify theclient identity.

SSL is neededin the communicationbetweentheLDAP server andtheclientsli-

braries( HJIPY ZT@?I[H]\bKGO and a;KGK Z[@?I[H]\�KEO ), sincesensibledata,suchaspassword entries,

needsto be encryptedbetweenthe client andthe server. SLL alsopermitsthe client to

uniquelyidentify theserver, thusavoiding to obtainauthenticationinformationsfrom an

untrustedsource.

Clientauthentication(theserver identifiestheclient) is not supportedin thecurrent

implementationof pamldapandnssldapmodulestoughit maybeuseful.i
An entrycanbelongto severalobjectclasses.j
Actually LDAP NSSrecognizeotherobjectclasses,but this is outsidethepurposeof this document.
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5 Building the authentication system

Thissectiondescribesthestepsneededto build theauthenticationsystemusingthecom-

ponentsdescribedin theprevioussection.

Figure1 showstherelationshipsamongthepiecesof theauthenticationsystemfrom

thePAM point of view.

Figure1: PAM Layout

Figure2 showsthesystemfrom theNSSperspective.

Thoughthis layoutmayseemquitecomplex to implement,mostof thecomponents

arealreadyin placein aLinux system.

5.1 Server side

On theserver sideanLDAP server mustbe installedandconfigured.TheLDAP server

usedis OpenLDAP-1.2.11k anopensourceLDAP (v2) toolkit includinganLDAP server

(slapd),library andutilities.l
http://www.OpenLDAP.org
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Figure2: NSSLayout

OntheservertheOpenSSLlibrary m andstunneln , anSSLwrapperarealsorequired

to provideSSLto theLDAP server.

5.1.1 InstallingandconfiguringOpenLDAP

The installationis quite simple, oncedownloadedand untarredthe sources,you most

likely have to typethefollowing commands:

o \�^?VEO=a?9_:PQAS?R?>o YJIApL>C@?>[HN>[aL@o YJIApL>q YJIApL>r:sa;K=DLILZGZ
By default everythingwill beinstalledunderthedirectory ^=S;KPRN^MZGOMVTI?Z .t

http://www.OpenSSL.orgu
http:/www.stunnel.org

8



TheLDAP server, namedKEZAI[H?@ is in ^=S;KPRJ^GZGOMVTILZG^GZ?:svJ>A<?>LV andthemainconfig-

urationfile of KEZEI[H?@ is ^=S;KPRJ^GZGOMVTILZG^A>TD_VG^GO=HN>[a;Z[@?I[H_^?KEZAITHL@w\�VEOPa?9
At this point the KEZAITH?@w\bVEOPa?9 file hasto becustomizedfor our needs.

Thefirst sectionof theconfigurationfile, doesn’t needto beconfigured.Anyway,

onething that is usefulis to addthe ZAINK=DAY;O[@ directive, this enablesautomaticupdating

of entriescreationandmodificationtimesin theentryattributes VPR?>MITDL>TD;:sYJ>LK=DLI[YMH and

Y;O[@_:P9GxED;:yY_>LK=DLIPY?H . It alsoupdates,with the DN of the creator/modifier, the attributes

VPR?>GIADJO[RJK`aJIPYJ> and Y;O[@_:=9;:[>ARJK`aJIPYJ> .

q	z >M>�KEZEI[H?@w\bVGO=a?9|{b}J~�9NO[R	@?>TDLIJ:AZMK	O=a�VEO=a?9_:PQAS?R?ITD�:AO=a�O=H?D;:AO=a;K)\q�� F�:EK�9_:AZA>�K`F_O=S;Z[@"�?� � vN>�B_O[RNZ[@	R?>GIA@LI[v_ZA>�\
ZAILK=DEY;O[@rO=a
:sa;VEZPS?@?> ^=S;KPRJ^GZGOMVTILZG^A>TD_VG^GO=HN>[a;Z[@?I[H_^?KGZAI[HL@6\�ITD]\�VEO=aN9
:sa;VEZPS?@?> ^=S;KPRJ^GZGOMVTILZG^A>TD_VG^GO=HN>[a;Z[@?I[H_^?KGZAI[HL@6\�OMV)\�VEO=aN9
KGV`FN>[YJILV`FN>NV=p O[9G9
H�:=@G9;:AZA> ^=S;KPRJ^GZGOMVTILZG^PULIARJ^MKEZAI[HL@w\3H�:=@
IARGQJK[9_:AZA> ^=S;KPRJ^GZGOMVTILZG^PULIARJ^MKEZAI[HL@w\�IARGQ_K

Next comesthedatabaseconfiguration,thedatabasetypemustbe Z[@AvGY , that is an

embeddeddatabasebuilt with the Berkeley DB. The K`SL9G9_:=< directive definesthe root

DistinguishedNameof the LDAP server. This is the baseDN of all the entriesin the

LDAP server.

The RJOGOPDM@Aa directive definestheDistinguishedNameof theprivilegeduserof the

database.The RNOGOPDGHMB directivedefinestheencryptedpasswordfor the RNOGOPD?@Aa . A simple

way to generatean encryptedpassword that canbeaddedin theconfigurationfile is by

thefollowing Perlcommand:

o HN>ERNZC�G>���HLR_:saMD��P�EVPRMxAHMD_�N��\�VPRGxAHMD�{���HNINKGK=BM@E�����+KTILZPDG��~7\��`�Pa����G�

Where KTI?ZPD is a two-charactersstringand HNINKGK=BM@ thepassword thatyouhavecho-

sen.This generatesanUnix crypt password, anyway you shouldconsiderto put at least

anMD5 passwordhere.Theencryptionalgorithmusedfor thepassword is specifiedin a

prefix taginsidecurly brackets.

The @;:=R?>LV=D_O[RGx directivepointsto thedirectorywerethedatabasewill beactually

stored.

Indexesarespecialindex filesbuilt to speedup searcheson thedatabasefor partic-

ularattributes.
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For our applicationis cruciala fastsearchon the: cn, uid, uidnumber, gidnumber,

gecosandobjectclassattributes.

qGqGqGqMqGqGqGqGqMqGqGqGqGqMqGqGqGqGqMqGqGqGqGqMqGqMqGqMqGqMqGqMqGqMqGqMqMqGqGqMqMqGqGqMq
q Z[@EvEY�@?ITDLI[vJILKT>C@?>A9_:`a�:`D;:AOPa;KqGqGqGqMqGqGqGqGqMqGqGqGqGqMqGqGqGqGqMqGqGqGqGqMqGqMqGqMqGqMqGqMqGqMqGqMqMqGqGqMqMqGqGqMq
@?ITDLITvNILKT> Z[@AvEY
K`S?9G9;:=< �=O=SL� z >A�_:AO=aJ>	@_:¡ �:AZAI[a_O-�

OT�J¢EKPD;:`DESMD_O£�?IA�_:AOPaNI?ZA>	@_:�¤_:EKM:GVTIC�AS;VEZA>MIAR?>)�¥V[�_¢ � �
RNOGOPD?@Aa �PV`aL�T JI[aNIAQ?>ER���O=SL� z >A�_:AOPaN>�@;:¡ �:EZAI[a_O7�

OT�J¢EKPD;:`DESMD_O£�?IA�_:AOPaNI?ZA>	@_:�¤_:EKM:GVTIC�AS;VEZA>MIAR?>)�¥V[�_¢ � �
RNOGOPDGHMB ¦LVPRGxEHMDL§GIG¨M�G�A©Av zMª UG«E¬M­M®?¯q RNOMOPDEHMB ¦[ M°L}M§[vEY?UG±N}L²[³[´L@?µAU_²T¶TUN·T±Ev?©?¸G¹GºEB?�M�q VEZE>GIAR	DL>A<EDCHNILKMK=BJO[RG@_K»�¼>LK`HN>NVM:[I?ZGZTx�9NO[RCDEFN>£RNOGOPDM@Eaw�½K`F_O=S_ZT@q vN>	ITUJOL:=@?>A@w\ z >G>�KEZAI[H?@6\bVEO=a?9�{b}N~�9NO[R"@?>ADLIN:AZMK)\
@_:=R?>NV=DJO[RGx ^=S;KPRN^[DAYMH
:sa?@?>E< @?>A9?I[S;ZPD	H?R?>LK»�b>E¯
:sa?@?>E< V`aw��S�:P@���S�:=@EaGSEYMvN>ER���Q_:=@EaGSEYMvN>ER���Q?>NVGOMK»��OPvN¶G>JV=D_VEZGILKGK

In thelastpartof theconfigurationfile aredefinedaccesscontrollists.

q
q ©M¾G¿ zq
@?>A9?ITS_ZPDLILVMVT>LKGK�R?>MIA@
ILVGVT>NKGKÀDJO�ITDMDMRrO=vN¶G>LVPD?¾LZAILKMK

v?xrÁ£KT>GIERJV`F

ILVGVT>NKGK DJO£ITDGDMRM�NZGO[Q_:sa�K`FN>?ZGZ-��S;KT>AREHNILKGK=B_OTRG@
v?xrKT>?Z[9CBMR_:`DN>
v?x	@AaL���PV`aL�T JI[aNIAQ?>ER���O=SL� z >A�_:AOPaN>�@;:¡ �:EZAI[a_O7�
OT�_¢EK=D;:`DGSMDJO£�?IA�;:AO=aNI?ZE>	@_:�¤;:EKM:EVTIC�AS�VEZA>GIARL>)��V[�J¢ � �ÂBMR_:=DL>

v?x	@NO`YJIN:`aL�LZ[@?ITH;VEZ?:[>TaMD�Ã�\ÄY�:7\�:sa?9EaÅ\�:`DÆR?>MIA@
v?x	@NO`YJIN:`aL�LZ[@?ITH;VEZ?:[>TaMD ª \ÄY�:7\�:sa?9EaÅ\�:`DÆR?>MIA@
v?xrÁ¡a_O=aJ>

ILVGVT>NKGK DJO£ITDGDMRM�AS�:=@AaGSGYMvN>AR���Q_:=@AaGSGYMvN>AR��ÇS�:=@���QL>LVEO?K

10



v?x	@AaL���PV=aL�T NI[aJIAQ?>AR���O=SL� z >E�_:AO=aN>r@_:¡ �:AZAITa_O7�
OT�_¢EK=D;:`DGSMDJO£�?IA�;:AO=aNI?ZE>	@_:�¤;:EKM:EVTIC�AS�VEZA>GIARL>)��V[�J¢ � �ÂBMR_:=DL>

v?x	@NO`YJIN:`aL�LZ[@?ITH;VEZ?:[>TaMD�Ã�\ÄY�:7\�:sa?9EaÅ\�:`DÆR?>MIA@
v?x	@NO`YJIN:`aL�LZ[@?ITH;VEZ?:[>TaMD ª \ÄY�:7\�:sa?9EaÅ\�:`DÆR?>MIA@
v?xrÁ¡a_O=aJ>

ILVGVT>NKGK DJO£ITDGDMR"��K`FJIA@NOPBGBNIARAa�:saLQ��ÈK`FNIE@NOPBM9NZEIAQ��ÈK`FJIA@NOPBAY�:saw�
K`FNIA@JOPBAYJIA<��¥K`FNIA@NO[B;:saNILVPD;:`UL>)�¡K`FNIA@NO[BJZAILK=D;V`FNI[a?QL>)�
K`FNIA@JOPBL>A<AH�:=R?>
v?x	@AaL���PV=aL�T NI[aJIAQ?>AR���O=SL� z >E�_:AO=aN>r@_:¡ �:AZAITa_O7�
OT�J¢EKPD;:`DESMD_O£�?IA�_:AOPaNI?ZA>C@_:�¤_:EKM:GVTIC�AS;VEZA>MIAR?>)��VT�J¢ � �ÂB?R_:`DL>
v?xrKT>?Z[9	R?>GIA@
v?x	@NO`YJIN:`a���Z[@?I[H�VEZ?:[>[a?D�Ã�\ÄY�:-\�:sa?9AaÅ\�:`D�R?>GIA@
v?x	@NO`YJIN:`a���Z[@?I[H�VEZ?:[>[a?D ª \ÄY�:-\�:sa?9AaÅ\�:`D�R?>GIA@
v?xrÁ¡a_O=aJ>

A specialattentionmustbe given to this part of the configuration,sincewe don’t

wantto makepublicly availableuserdata(especiallypasswdrecords).É
Onceslapdis properlyconfiguredweneedto insertsomedatafor theinitial creation

of thedatabase.ThereforeanLDIF (LDAP Datainterchangeformat)file mustbecreated.

This is a text file thatcanbeimportedin theLDAP databasewith thecommand:

o Z[@;:=9 ª Z[@EvEY��N:�xNO=S?R 9_:AZE>�\�Z[@_:P9NWÄÊ

Hereis anexampleof aminimalLDIF file. Eachentryis separatedby ablankline.

@Aa]Ë�OPSL� z >A�;:AO=aN>	@_:Â �:AZEI[a_O7�
OT�J¢EKPD;:`DESMD_O£�?IA�_:AOPaNI?ZA>C@_:�¤_:EKM:GVTIC�AS;VEZA>MIAR?>)��¾M�J:`D

O=vN¶G>NV=D_VEZAINKGK-Ë DJO=H
O=vN¶G>NV=D_VEZAINKGK-Ë¼O[RGQLI[a�:=�?IAD;:AO=aNILZ`´Ma�:`D
O=S]Ë z >A�_:EO=aN>C@_:Â �:AZAI[a;O

@Aa]Ë�OPSL�EQGRNOPSGH;K»�½O=SN� z >A�_:EO=aN>	@_:Â �:AZAITa_O7�
OT�J¢EKPD;:`DESMD_O£�?IA�_:AOPaNI?ZA>C@_:�¤_:EKM:GVTIC�AS;VEZA>MIAR?>)��VT�J:`D

O=vN¶G>NV=D_VEZAINKGK-Ë DJO=HÌ
Notethat linesthataretoo long arecontinuedon thefollowing line startedby a tabor a space,this in

truetoo for LDIF formatfiles.XÎÍ
ldif2ldbm is providedwith theOpenLDAP package
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O=vN¶G>NV=D_VEZAINKGK-Ë¼O[RGQLI[a�:=�?IAD;:AO=aNILZ`´Ma�:`D
O=S]ËÏQGRNO=SMH;K

@Aa]Ë�OPSL�THN>?OPH_ZA>)�½O=SN� z >A�_:EO=aN>	@_:Â �:AZAITa_O7�
OT�J¢EKPD;:`DESMD_O£�?IA�_:AOPaNI?ZA>C@_:�¤_:EKM:GVTIC�AS;VEZA>MIAR?>)��VT�J:`D

O=vN¶G>NV=D_VEZAINKGK-Ë DJO=H
O=vN¶G>NV=D_VEZAINKGK-Ë¼O[RGQLI[a�:=�?IAD;:AO=aNILZ`´Ma�:`D
O=S]ËÐHN>?O=H;ZA>

@Aa]ËÑV`aL�GÒ_:sS;KT>[HMHN>	¿NO[Ó_:EO=a?@NO7�½OPSL�THN>?OPH_ZA>)�½O=SN� z >A�_:EO=aN>C@_:Â �:AZAI[a;O7�
OT�J¢EKPD;:`DESMD_O£�?IA�_:AOPaNI?ZA>C@_:�¤_:EKM:GVTIC�AS;VEZA>MIAR?>)��¾M�J:`D

V`a]Ë ÒJ:sS;KA>[HGHN>C¿NO�Ó_:AO=aL@NO
K`a]ËÏ¿NO�Ó_:AO=a?@JO
O=vN¶G>NV=D_VEZAINKGK-Ë DJO=H
O=vN¶G>NV=D_VEZAINKGK-ËÏHN>AR_KEO=a
O=vN¶G>NV=D_VEZAINKGK-ËÏH_OMK?:=<G©JVGVGO=SGaMD
O=vN¶G>NV=D_VEZAINKGK-Ë�K`FNIE@NOPBM©JVMVEO=SGaMD
S�:=@wËÇQ_:sS;KT>THGHN>
S;KT>AREHNILKGK=B_O[RG@wË�¦NVPRGxAHMDN§ o Ã o KMK ª :G:�{bÔ o QEv;KMÁP@JOTÕMÖG�_~T>Tp_K[@
S�:=@AaMSEYMvN>AR6Ë�Ã=ÔA×
Q_:=@AaMSEYMvN>AR6Ë�Ã=ÔGÔ
Q?>LVEO?K-ËÇÒJ:sS�KT>[HGHN>�¿NO�Ó_:EO=a?@NO
ZGO[Q_:`a z FN>?ZMZ)Ë�^=v�:`a_^[�JK`F
F_O`YJ>A°;:=R?>LVPDJO[RGxwË½^=F_O`YJ>L^[Q_:sS;KA>[HGHN>
K`FNIA@JOPBM¿?ILKPD?¾TFNI[aLQ?>�Ë�Ã=ÔGØG¹G¹
K`FNIA@JOPBE �:saÅËÙÔ
K`FNIA@JOPBE NIA<6ËÙÚGÚGÚGÚGÚMÚ
K`FNIA@JOPBE¬NIAREa�:sa?QwËÑ¹
K`FNIA@JOPB;¢saNINV=D;:`UL>�ËÑ�_Ã
K`FNIA@JOPBG±M<AH�:=R?>�ËÙ�_Ã
K`FNIA@JOPBM¤NZAIEQwËÙÔ

@Aa]ËÑV`aL�[YNxGQGRNO=SMHw�½O=SL�EQMRNO=SGH;K7�½O=SL� z >E�_:AO=aN>	@;:¡ �:EZAI[a_O7�
OT�J¢EKPD;:`DESMD_O£�?IA�_:AOPaNI?ZA>C@_:�¤_:EKM:GVTIC�AS;VEZA>MIAR?>)��VT�J:`D

O=vN¶G>NV=D_VEZAINKGK-Ë DJO=H
O=vN¶G>NV=D_VEZAINKGK-ËÏH_OMK?:=<MÒERNOPSGH
V`a]ËÛYLxGQGRJO=SGH

12



Q_:=@AaMSEYMvN>AR6ËÈÃ=ÔGÔ
YJ>PYMvJ>ARAS�:=@6Ë�Q_:sS;KT>THGHN>
YJ>PYMvJ>ARAS�:=@6ËÙI[a_OPDEFJ>ARAS;KT>ER

Herewe definedtheorganizationunit “ou=Sezionedi Milano,o=IstitutoNazionale

di FisicaNucleare,C=it” underwhicharecontainedtwo suborganizationalunits: people

andgroups. Thenis describeda userthatbelongsto thepeopleorganizationalunit anda

group(which theusersbelongsto) underthegroupsorganizationalunit. WÇW .
The LDIF file must be imported in the server while it is not running since the

Z[@_:=9 ª Z[@AvEY commandbuilds the databasebypassingthe LDAP server. Oncethe LDIF

file is importedinto thedatabase,theservercanbestarted.

5.1.2 InstallingOpenSSL

OpenSSL,is anopensourceimplementationof the SSLprotocolthatprovidestheSSL

library andasetof cryptographytools.OpenSSLis neededto compilestunnel.

To installOpenSSLyou have to typethefollowing commands:

o \�^?VEO=a?9_:PQo YJIApL>o YJIApL>£DL>LK=Dq YJIApL>r:sa;K=DLILZGZ
everythingwill beinstalledin ^=S�KPRN^GZGO?VTI?ZG^MKMKEZ .

5.1.3 Installingstunnel

SinceOpenLDAP 1.2.xis aV2 implementationof LDAP it doesn’t provideSSL/TSLby

itself. ThismeansthatanSSLwrapperis needed(if youhaveanSSLawareLDAP server,

you don’t needto usestunnel). If OpenSSLis correctly installed the only command

neededto compileandinstall stunnelare:

o \�^?VEO=a?9_:PQAS?R?>o YJIApL>q YJIApL>r:sa;K=DLILZGZX3X
Useful tools to convert existing databasesinto ldif formatareprovidedby PADL andcanbefoundat

theaddressftp://ftp.padl.com/pub/MigrationTools.tar.gz
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stunnelusesa server certificatefor SSL, this canbe a self signedcertificate,or,

better, a certificatesignedby your own CertificationAuthority (theclient hasto trust the

CA too).

By default theservercertificateis in containedin thefile:

^=S;KPRJ^GZGOMVTILZG^MKGKEZM^MVT>ARED;KE^MK=DESMaGaJ>?Z|\3HJ>PY
If having a CertificationAuthority is not a concern,a self signedcertificatecanbe

producedusingthetoolsprovidedby theOpenSSLsuite.

In thestunneldirectorytypethefollowing commands:

o O=HJ>[a;KGKEZ�R?>G¯	�[aJ>TB��A<?}GÔGÚ	�A@?IExJK�³MÜG}	�[a_O[@?>NK��NVEO=a?9_:PQrKPDESGaGaN>LZ)\bV`a?9ÞÝ
�?O=SMDÞK=DESMaGaN>?Z)\ßHN>PY��TpL>ExNO=SMDÆK=DGSGaGaN>?Z|\3HN>PYo O=HJ>[a;KGKEZ�Q?>Ta?@AFr}_Ã ª	àGà K=DESGaGaJ>?Z)\3HN>[Y

Thiswill produceaselfsignedcertificate,valid for ayear, in thefile K=DESGaGaJ>?Z)\3HN>[Y .
5.2 Client side

OntheclientsideHNI[Y Z[@LI[H]\bKEO anda�KGK Z[@?I[H]\�KEO arerequiredandthey mustbecompiled

usingtheNetscapeLDAP Library (Mozilla) sinceit providestherequiredLDAPS(LDAP

overSSL)API. Thelibrary is distributedin a binarypackageunderNetscapelicenseand

is notopensource(it is publicdomainanyway).

Thepackagecanbeextracted,for example,in thedirectory ^=S;KPRJ^GZGOMVTILZG^GZ[@?ITH;KP@Ep .
Client librariesmustalsohaveaccessto acertificatedatabasecontainingtheLDAP

(stunnel)servercertificateandtheCA certificateof theCA thatsignedthestunnelserver

certificate(markedastrusted).

Thecertificatedatabasemustbe in Netscapeformat sincetheMozilla LDAP API

usedto compile HNIPY Z[@?ITH and a;KGK Z[@?ITH usescertificatedatabasesin Netscapeformat.

To dealwith certificatedatabasesit is convenientto usethe VA>AREDESMD�:AZ utility found

in thePKCS#11packageprovidedby NetscapeWÄc .
Themainconfigurationfile for LDAP clientsis ^A>AD_VE^GZ[@LI[H]\bVEOPa?9 .

5.2.1 PAM LDAP InstallationandConfiguration

To compileandinstall pam ldap,do thefollowingX�d
In a tricky way, it is alsopossibleto usetheNetscapeCommunicatorcertificatedatabase.
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o \�^?VEO=a?9_:PQAS?R?>��G�AB;:`DEFN�LZ[@?I[HN�LZ?:svL�TaJ>TD_KGVTITHJ>A×�Ý
�G�AB;:`DEFN�LZ[@?I[HN�E@_:=RM�L^PS;KPRN^GZMO?VTI?ZM^MZ[@?ITH�KP@Epo YJIApL>q YJIApL>r:sa;K=DLILZGZq Z[@_VEO=a?9_:PQ

The configureswitch �G�AB;:`DEFN�LZ[@?I[HN�LZ?:sv tells which LDAP library you aregoing

to use.

Theswitch �G�TB;:`DGFN�?Z[@?ITHN�A@_:=R tellswhereyouhaveinstalledyourNetscapeldapsdk

toolkit.

PAM hasto beproperlyconfiguredin orderto accessthenew authenticationsystem.

PAM configurationfilesarelocatedin thedirectory ^A>TD;VE^=HNIPYá\�@ andarenamedafterthe

servicefor whichauthenticationis provided.

For examplethis is thePAM configurationfile for thelogin service(in afile named

ZGO[Q_:`a ).
qGâ «M©E N�_Ã�\�Ô
I[SMDEF R?>E¯TS�:PR?>A@ ^GZ?:sv;^MKT>LV`SLR_:`DMxN^PHNIPYJ¨LKA>LV`S?R?>ADMDMxw\�KEO
I[SMDEF R?>E¯TS�:PR?>A@ ^GZ?:sv;^MKT>LV`SLR_:`DMxN^PHNIPYJ¨[a;OGZGO[Q_:`aÅ\bKEO
I[SMDEF K`S?9G9_:GVM:[>[aMD ^GZ?:sv;^MKT>LV`SLR_:`DMxN^PHNIPYJ¨?ZT@?I[H]\bKGO
I[SMDEF R?>E¯TS�:PR?>A@ ^GZ?:sv;^MKT>LV`SLR_:`DMxN^PHNIPYJ¨[SMa�:=<?¨GITS?DEF]\�KEOÞÝ

S;KT>M¨A9_:=RJKPDL¨[HNILKMK
ILVGVEOPSGaMD K`S?9G9_:GVM:[>[aMD ^GZ?:sv;^MKT>LV`SLR_:`DMxN^PHNIPYJ¨?ZT@?I[H]\bKGO
ILVGVEOPSGaMD R?>E¯TS�:PR?>A@ ^GZ?:sv;^MKT>LV`SLR_:`DMxN^PHNIPYJ¨[SMa�:=<?¨GINVMV=D6\�KEO
HNILKGKPBJO[RG@ R?>E¯TS�:PR?>A@ ^GZ?:sv;^MKT>LV`SLR_:`DMxN^PHNIPYJ¨LV[R?ILV=pJZL:`v]\bKMO
HNILKGKPBJO[RG@ K`S?9G9_:GVM:[>[aMD ^GZ?:sv;^MKT>LV`SLR_:`DMxN^PHNIPYJ¨?ZT@?I[H]\bKGO
HNILKGKPBJO[RG@ R?>E¯TS�:PR?>A@ ^GZ?:sv;^MKT>LV`SLR_:`DMxN^PHNIPYJ¨[SMa�:=<?¨[HJINKGK=BL@w\bKEO�Ý

S;KT>M¨A9_:=RJKPDL¨[HNILKMKÀYL@?}�K`FNIA@JOPB
KT>LKGK?:AO=a R?>E¯TS�:PR?>A@ ^GZ?:sv;^MKT>LV`SLR_:`DMxN^PHNIPYJ¨[SMa�:=<?¨LKA>NKGKM:GO=a]\bKMO

StandardPAM configurationfiles for usewith PAM canbefound in thepamldap

sourcedistribution, in thedirectory HNIPY Z[@?ITHN�TUL>AR_KM:AO=a_^PHNIPYÅ\�@ .
This filescanbecopiedin the ^A>TD_VG^=HNIPYÅ\Ç@ directory. Cautionmustbegivenwhen

performingthis operation,sinceif somethinggoeswrongyou probablywill not beable

to login again. It is suggestedto make a backupcopy of ^A>AD_VE^=HNI[YÅ\�@ beforeinstalling

new files thereandto leaveanopenprivilegedshell.
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5.2.2 NSSLDAP installationandconfiguration

Assumingthattheldapsdkis in ^=S;KPRJ^GZGOMVTILZG^GZ[@?ITH;KP@Ep youhave to modify theMakefile

to enableSSL.Look for � z ¤G¿G©MÒ z in  JITpL>A9_:EZA>�\�Z?:`aGS?<w\ÄY�O[�_:AZGZEI anduncomment-DSSL.

Also checkthe ¿;¢=Ó z definition to seeif the ldapssllibrary specifiedin the file is

the samethat you have installed( ZT@?I[H a;KGK-\�KEO compileswith both libldapssl40andli-

bldapssl30).

Thenyoucaninstall thelibrary:

o YJIApL>"�A9� NIApL>A9_:AZE>�\�Z?:saMS?<w\ÄY;OT�_:AZGZAIq YJIApL>"�A9� NIApL>A9_:AZE>�\�Z?:saMS?<w\ÄY;OT�_:AZGZAI�:sa;KPDLI?ZGZq Z[@_VEO=a?9_:PQ
Onceyouhaveinstalledit youmustedittheNSSconfigurationfile ^A>TD;VE^=a;KGKPB;:`D_V`FÅ\bVEO=a?9 .

ToughLDAP canbeusedfor all theservicesweuseit only for passwd,groupandshadow

thereforeweshouldhavesomethinglike:

HNILKGKPBM@wË 9_:AZA>NK£Z[@LI[H
QGRNO=SMH]Ë 9_:AZA>NK£Z[@LI[H
K`FNIA@JOPB6Ë 9_:AZA>NK£Z[@LI[H

in the first lines of the configurationfile. With this configuration,entriesarefirst

lookedin thesystemfilesand,if novalueis returned,theLDAP server is queried.

5.2.3 NSCDconfiguration

NSCD is alreadyavailablein many Linux distributions,anyway it canbe found within

theGNU C library package.

TheNSCDconfigurationfile is ^A>TD_VG^=a;KGVP@6\bVEO=a?9 Eachline specifieseitheranat-

tributeandavalue,or anattribute,cachename,andavalue.Fieldsareseparatedeitherby

SPACE or TAB characters.VAILV`FN>[aJIPYJ> canbe F_OMKPD_K , HNILKMK=BM@ , or QGRNOPSGH;K (in our case

wewon’t cachehosts).

>[aNI[v;ZA>G�LVTINV`FN> HNILKGK=B?@ x?>LK
H_OMKM:=D;:`UL>G�AD;:yYJ>G�ADJOA�?Z?:=UL> HNILKGK=B?@ ÜGÔGÔ
aN>AQ?IAD;:`UL>G�AD;:yYJ>G�ADJOA�?Z?:=UL> HNILKGK=B?@ ª Ô
K`S?QGQL>LK=DL>A@L�LKM:=�?> HNILKGK=B?@ ª ÃGÃ
pL>G>[HJ�[F_OPDL�NVEO=SGaMD HNILKGK=B?@ ª Ô
V`FN>LVPpL�A9_:AZE>LK HNILKGK=B?@ x?>LK
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>[aNI[v;ZA>G�LVTINV`FN> QGRNO=SGH xL>LK
H_OMKM:=D;:`UL>G�AD;:yYJ>G�ADJOA�?Z?:=UL> QGRNO=SGH ³?ÜGÔGÔ
aN>AQ?IAD;:`UL>G�AD;:yYJ>G�ADJOA�?Z?:=UL> QGRNO=SGH ÜMÔ
K`S?QGQL>LK=DL>A@L�LKM:=�?> QGRNO=SGH ª ÃGÃ
pL>G>[HJ�[F_OPDL�NVEO=SGaMD QGRNO=SGH ª Ô
V`FN>LVPpL�A9_:AZE>LK QGRNO=SGH xL>LK

Keepin mind thatthe a;KMVP@ programcachespasswdentriesobtainedfrom LDAP.

Thismeansthatwhenanuseris modifiedontheldapserver, thenscdcacheremains

valid. This is avoidedwhenusingflat unix files by the V`FJ>LV=pL�A9;:AZA>LK directive that in-

validatesthe cachewhenthe correspondingfile is modified. Sucha mechanismshould

begeneralized,at themomentanyway doesnot applyto LDAP. A way to avoid possible

misalignmentsbetweentheLDAP serverandthecacheis to invalidatethecachemanually

whenupdatingpasswdentrieswith thecommand:

q a;KMVP@��G�N:saMUNI?Z?:=@?IADL>E� � ©MÓG¿E±
Where

� ©GÓM¿E± canbe HNILKGKPBM@ , QGRJO=SGH;K or F_O?K=D_K .
To avoid confusionwhentesting,donot usenscd.

Moreoverusingnssandnscdwill producea lot of openfiledescriptors,sois easyto

runout of availablefiledescriptorson thesystem(thiscanhangyoursystem).

You canincreasethe maximumnumberof filedescriptorsin a Linux box (Kernel

2.2.x)with somethinglike:

q >LV=F_OrÃ=ÜE³GØE× à ^=H?RNOMVG^MKPxJKE^T9JKE^[9_:EZA>G�PYJIE<
The maximumnumberof filedescriptorssuggestedfor a systemdependsanyway

from theconfigurationof your system.

5.2.4 LDAP client configurationfile

TheLDAP clientconfigurationfile ^A>TD_VG^GZ[@?I[HÅ\bVEO=a?9 is readby HNIPY Z[@?ITH and a;KMK ZT@?I[H
aswell asotherLDAP clients.Thefollowing is anexampleof how it shouldlook like in

ourenvironment.

q
q o ¢P@wËÑZ[@?I[H]\�VEO=a?9���U ª \�Ã=Ô ª ÔGÔGÔL^AÔ_Ã[^NÃ`× ª ³�Ë ª Ú�Ë�×M¹�Z=SMpL>TF"±?<AH oq�� F�:EK�:EKÂDEFJ>�VEOPa?9_:=QASLR?ITD;:AOPar9_:AZA>£9NO[R	DEFJ>�¿E°?©E«£aJIPYJ>LKT>EREU;:EVT>
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q K=B�:`D_V`F�Z?:svLR?IARGx�I[a?@CDEFN>£¿E°M©G«	«?©A £Y�O[@AS_ZA>�\q «M©G°M¿ z O[9EDGBNIAR?>q FMDMDEH]Ë�^G^[BGBGB6\3HJIA@NZ)\bVGO`Yq
q ¢=9CDEFN>�F_OMKPD�I[aL@�vNINKT>"IAR?>[aw��DCFJ>AR?>)� DEFN>[a�DEFJ>�°M� z ­G­q ¨?ZT@?I[H]\�¨AD_V`H]\�ãE@?>A9?I[S;ZPDM@NO`Y_IN:`a à \ÑB�:AZGZ�vN>�RL>LKEOGZPUN>A@w\�ãA@?>A9LI[S_ZPDM@JO`YJIN:sa àq B;:EZGZÀvN>�YJITHGHN>A@	DJO£I�@;:EK=D;:saLQAS�:EK`FJ>A@	aNIPYJ>"I[aL@£DEFJ>�DLIERGQ?>TD	F_OMKPDq B;:EZGZÀvN>�S;KA>A@�ILKÂDEFJ>�KA>AREUL>AR6\q
q ®JOPS?R"¿E°M©E«ÞKT>AREUN>ARw\ä GS;K=DCvN>£R?>LKEOMZPULI[v_ZE>CB;:`DEF_OPSMD	S;KM:sa?Q"¿E°?©E«6\
F_OMK=D�Ã=Ú ª \�ÃGÃGÃ�\åÃGÃGÃ�\�ÃMÃGÃq
q�� FJ>�@_:GK=D;:sa?QES�:EK`FN>E@"aNIPYJ>�O[9CDEFN>�KT>GIAR_V`F"vNILKT>�\
vNILKT>�O=SL� z >A�_:AOPaN>	@_:Â �:AZAI[a;O7��OT�J¢GK=D;:`DES?DJO	�?IE�_:AO=aNILZA>C@_:�¤;:EKM:EVTIC�AS�VEZA>GIARL>)��¾G�J:=Dq
q�� FJ>�¿E°?©E«"UL>ARJKM:EO=a�DJO�S�KT>�{�@?>A9?I[S;ZPD_KÀDJO ª ~q Z[@LI[HN¨TUL>ERJKM:AO=a�³q
q�� FJ>�@_:GK=D;:sa?QES�:EK`FN>E@"aNIPYJ>�DJO�v�:sa?@CDJOÀDEFN>�KT>AREUN>AR	B;:`DEF]\q �[H?D;:AO=aNILZ)Ë�@?>A9?ITS_ZPDÆ:EK�DJO�v�:sa?@�I[a_O=a?xAY;O=S;KEZTxw\q v�:`a?@G@AaÆV`aL�TYJI[aNIAQL>AR���@JVT�THNIA@NZ-��@JV[�NVGO`Yq
q�� FJ>�VPRL>A@?>[aMD�:[I?ZMK�DJO�v�:saL@CB�:`DEF]\q �[H?D;:AO=aNILZ)Ë�@?>A9?ITS_ZPDÆ:EK�a_O	V[R?>A@?>[a?D;:[I?Z)\q v�:saL@AHMB�KT>LVPRL>TDq
q�� FJ>ÀH_OTRED6\q �[H?D;:AO=aNILZ)Ë�@?>A9?ITS_ZPDÆ:EK�³GØMÚ�\�ÜE³MÜ�:EKÀ9NO[R�Z[@?I[H;K
H_O[RED�ÜE³MÜq
q�� FJ>�KT>MIARJV`FÆKGVEOPHN>�\q KGVEOPHN>�K`SGvq KGVEOPHN>�O=aN>q KGVEOPHN>�vNILKT>q
q�� FJ>�9NOMZGZGOPB;:`a?QÞO=HMD;:EO=a;K£IAR?>�K`HN>LV?:=9_:EV�DJO�a;KGKT¨LZ[@?I[H]\q
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q�� FJ>ÀFNINK`F�:sa?Q�I?ZTQNO[R_:`DGFEYrxNO=S?R�Z?:sv�V�S�KT>LK-\q �[H?D;:AO=aNILZ)Ë�@?>A9?ITS_ZPDÆ:EKÀ@?>LKq VPRGxEHMDCYL@?}q VPRGxEHMD�K`FNIq VPRGxEHMD�@?>LKq
q�� FJ>�9NOMZGZGOPB;:`a?QÞO=HMD;:EO=a;K£IAR?>�K`HN>LV?:=9_:EV�DJO�HNIPYJ¨LZ[@?I[H]\q
q ¤_:EZPDL>AR	DJO�©G�E°	B;:`DEF	S�:=@?� â K
HNIPYJ¨E9_:AZPDL>ERÞO=vN¶G>LVPD_VEZAILKMK[�TH_OMK?:=<G©JVGVGO=SGaMDq
q�� FJ>ÀS;KA>AR�¢`°"ITDMDMR_:svGS?DL>�{�@?>A9LI[S_ZPD_K�D_O�S�:P@_~
HNIPYJ¨LZGO[Q_:saJ¨GITDGDMR;:svGSMDL>"S�:=@q
q	z >MIARJV`F�DEFN>£RNOGO[DC° z ±"9JO[R£DGFN>ÀHJILKGK=BJOTRG@CH_OGZ?:EV[x�{�BJO[REp_Kq B;:=DEF��?>TD_KGVAI[HN>£°;:=R?>NV=DJO[RGx z >AREUL>AR;~q HNIPY_¨?ZGOGOPpGSGHN¨[H_OMZ?:EVPxrx?>LKq
q ÒERJO=SGH�DJO£>[a?9NO[R_VT>�YJ>PYMvN>ERJK`F�:sHÆOT9q
q HNIPY_¨AQGRNO=SMH?@Aa�V`aL�E«M©A w��OPSL�GÒERNOPSGH;K»��@_V[�THNIA@JZ-��@JVT�JVEO`Yq
q ÒERJO=SGH	YJ>PYMvJ>AR�ITDGDMR_:`vGSMDL>
HNIPYJ¨[YJ>PYMvN>ER?¨GITDGD?R_:svGSMDN>CYJ>PY?vN>ARAS�:P@q�� >[YMH_ZAITDN>�ZGO[Q_:sa�ITDGD?R_:svGSMDN>)�Ù@?>A9?ITS_ZPD"DL>PYMH;ZAITDL>£S;KA>ARq {�VAI[a"vN>	OPUN>ARGR_:=@M@?>[a�v?xCULI?Z=SJ>�OT9£9NO[RAYJ>AR�ITDGDMR;:svGSMDL>q :sa	S;KT>ER���K£>[aMDMRMx_~q HNIPY_¨?ZGO[Q_:`aN¨GITDGD?R_:svGSMDN>	S;KT>ERE«MR_:sa�VM:sHNI?ZT�?IPYJ>q HNIPY_¨TDL>PYMH;ZAITDL>G¨LZGO[Q_:saJ¨GITDGDMR;:svMSMDN>�S�:=@q HNIPY_¨TDL>PYMH;ZAITDL>G¨LZGO[Q_:sara_O=v_OT@Gxq
q�æ INK`F"HNILKGK=B_O[RG@rZGOMVTILZGZ[x���R?>E¯AS�:=R?>A@�9JO[R�´?a�:`UL>AR_KM:`DMxÞO[9q  �:GV`F�:=Q?ITa�¿E°M©E«ÞKT>AREUN>AR��ÑI[a?@CBJO[REp;K�B�:`DEF��?>TD_KGVAI[HN>q °;:PR?>LV=DJOTRGx z >AREUN>AR�:=9CxJO=Sw��R?>�S;KM:`a?Q	DEFN>À´L�_¢=º?�G¾ERGxAHMDq FNINK`F	YJ>LV`FNITa�:EKsYÞI[a?@£a_OPDCS;KM:`a?Q	DEFN>£� ��z xAa;V`F?RJO=a�:=�?IAD;:AO=aq KT>EREU;:EVT>�\
HNIPYJ¨NVPRGxAHMDÞZGO?VTI?Z
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q
q	zGz ¿	¾LOPa?9_:=QASLR?ITD;:AOPa
KGKEZ�x?>LK
KGKEZ=HJITDEF�^=S;KPRJ^GZGOMVTILZG^MKGKEZM^MVT>ARED;Kq

Toavoidproblemswith thevariousapplicationsthatmayreadthisfile it issuggested

thatyoudon’t usetabsbetweenparametersandvalues,only a singlespace.

The HNIPY QGRNO=SMH?@Aa directive is usefulwhenanLDAP serverprovidesauthentication

informationto apoolof clients,but theusershouldbeauthorizedonly onasetof clients.

Thisdirectivecanprovide thesamefunctionalityof NIS netgroups.

TheSSLconfigurationdirectivesarenot documentedin thepackage,but they tell

to enableSSLandwherethefile containingtheLDAP server certificateandtheCA cer-

tificateis stored.

A NetscapecertificatedatabasenamedVA>ARED?¹�\Ç@Av is searchedin KGKEZ=HNIADEF . Thisfile

mustcontaintheserver certificateandtheCA certificate(unlessthe server certificateis

self signed).Therearetwo waysto generatethis file: usingtheNetscapePKCS#11tools

or usingtheNetscapebrowser.

With theNetscapebrowser, after you have startedslapdandstunnelon theserver

youcanuseNetscapeNavigatorto connectto theURL https://your.ldap.server:636/,you

will bepromptedto inserttheserver certificatein your database.Also theCA certificate

(providedby yourCA) mustbeloadedin thedatabase(unlessyouareusingaself signed

certificate).At this point you cancopy the
o æ �[ M±_^)\3aN>TD;KGVTI[HN>L^MVT>AREDL¹�\�@Av in KGKGZ=HNITDEF . It

is preferredthatyou usea scratchaccountwith a default cert7.dbfile sinceotherserver

certificatesthatmaybepresentin yourpersonalcertificatedatabasewill beconsideredby

your client astrustedauthenticationservers. Oncethe browserhasimportedthe server

certificateit canbeusedto debugSSLsinceit will behave like thepamandnsslibraries.

6 Starting up

On theserver sideyou have to startslapd(theLDAP daemonprocess)with a command

like:

q ^=S�KPRN^GZGO?VTI?ZG^GZL:svN>A<?>NVE^MKEZAITH?@
Thenstunnelhave to bestartedon theLDAPSport 636:

q ^=S�KPRN^GZGO?VTI?ZG^MK=v�:sa_^MKPDESGaGaN>LZ �AR�ZT@?I[H �A@�ÜE³MÜ�Ý
�[HÞ^=S;KPRJ^GZGOMVTILZG^MKGKEZM^MVT>ARED;KE^MK=DESMaGaJ>?Z|\3HJ>PY
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For debuggingyou canstart K=DESGaMaN>?Z in foregroundwith thefollowing syntax:

q ^=S�KPRN^GZGO?VTI?ZG^MK=v�:sa_^MKPDESGaGaN>LZ �AR�ZT@?I[H �A@�ÜE³MÜ�Ý
�T°	¹"�A9��[HÞ^=S;KPRN^MZGOMVTI?ZM^MKGKEZG^?VT>ARED_KG^MK=DESGaMaJ>?Z)\ßHJ>PY

On theclientnscdcanbestartedwith theRedHatstartupscript:

q ^A>AD_VE^[RJV)\�@N^?:sa�:`D6\�@N^Pa;KGVP@�K=DLIARGD

If PAM andNSSarecorrectlyconfiguredthis shouldbeenough.

7 Accountsmaintenance

At this point accountcreationandmaintenanceshouldbedoneusingLDAP client tools

(seeappendixA for LDAP clients).

Unfortunatelythesegeneralpurposetoolsarenot intendedfor Un*x accountsmain-

tenance. The one that seemsto be enoughversatileis the LDAP Browser/Editorthat

allows to setpasswordsin variousformatsandcanuseSSLto connectto theserver.

8 Known limits

As it is for NIS with asinglemasterserver (noslaveservers),LDAP withoutareplication

mechanismrepresentsa singlepoint of failurefor theauthenticationsystem.For authen-

tication purposesit is ratherimportantto implementLDAP replication. The server that

cameswith OpenLDAP ( KEZAI[HL@ ) providesreplicationcapabilities.
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A File permissions

Thefollowing arethefile permissionsthatshouldbeappliedto someof thefiles usedby

theauthenticationsystem.

�AREBL�ER?�G�AR?�M� RNOGOPD]\�RNOGOPD�^E>TD_VE^GZT@?I[H]\bVGO=a?9
�AREBL�M�G�G�G�G�M� RNOGOPD]\�RNOGOPD�^PS;KPRN^GZMOMVTI?ZG^E>TD_VE^GOPHN>[a_Z[@LI[H_^MKEZEITH?@w\�VEO=a?9
�AREBM<MR?�A<GR?�E< RNOGOPD]\�RNOGOPD�^MZ?:sv_^MKA>LV`S?R_:=DMxN^=HNI[YJ¨?Z[@?ITH]\bKEO)\åÃ
�AREBL�ER?�G�AR?�M� RNOGOPD]\�RNOGOPD�^MZ?:sv_^GZL:svGa;KGKA¨?Z[@?I[HJ� ª \�Ã�\ ª \bKEO
�AREBL�ER?�G�AR?�M� RNOGOPD]\�RNOGOPD�^PS;KPRN^GZMOMVTI?ZG^?KGKEZG^MVA>ARED_KE^?VT>ARED?¹w\Ç@Av
�AREBL�M�G�G�G�G�M� RNOGOPD]\�RNOGOPD�^PS;KPRN^GZMOMVTI?ZG^?KGKEZG^MVA>ARED_KE^?K=DESGaGaJ>LZ)\3H_>PY

B Public domain software

The following list givespointersto opensourceresourcesneededto implementthe in-

frastructuredescribedin thisdocument.For eachpackageis reportedtheversionusedfor

thetests.

8 Linux

– Description:An opensourceUn*x operatingsystem.

– URL: http://www.kernel.org

– Version:2.2.16

8 OpenLDAP

– Description:An opensourceimplementationof LDAP derivedfrom theUni-

versityof Michigancode.

– URL: http://www.OpenLDAP.org

– Version:1.2.11

8 OpenSSL

– Description:An opensourceimplementationof SSLderivedfrom theSSLeay

code.

– URL: http://www.OpenSSL.org

– Version:0.9.5a

8 Linux-PAM

22



– Description:PluggableAuthenticationModulesfor Linux

– URL: http://www.kernel.org/pub/linux/libs/pam/

– Version:0.72

8 stunnel

– Description:A generalpurposeSSLtunnel.

– URL: http://www.stunnel.org

– Version:3.8p4

8 nssldapandpamldaplibraries

– Description: PAM LDAP moduleandNSSLDAP library implementations,

thecoreof theauthenticationsystem.

– URL: ftp://ftp.padl.com/pub/

– Version:nssldap113

– Version:pam ldap72

8 NetscapeLDAPSDKandPKCS#11tools

– Description:TheNetscapeLDAPSDK providestherequiredLDAPSlibrary

neededto compileSSL awarepamandnsslibraries. PKCS#11packagein-

steadprovidesutilities for Netscapecertificatedatabases.This is not Open

Sourceandis underNetscapeOnelicense.

– URL: http://www.iplanet.com/downloads/developer/index.html

– Version:LDAPSDKfor C 4.1

– Version:PKCS#11Utility Package1.0.6

8 nscd

– Description:TheNameServiceCachingDaemon.

– URL: http://www.gnu.org/software/libc/

– Version:2.1.3

8 LDAP Browser/Editor

– Description:A powerful JavaLDAP Browser/Editor.
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– URL: http://www-unix.mcs.anl.gov/ ç gawor/ldap/

– Version:2.8betaII

8 GQ

– Description:A GTK LDAP Browser/Editor.

– URL: http://biot.com/gq

– Version:0.2.3

C RFC 2307Objectclasses

Thefollowing areobjectclassesasdefinedby theRFC2307[2].

nisSchema.2.0
NAME ”posixAccount”
SUPtop
AUXILIAR Y
DESC”Abstractionof anaccountwith POSIXattributes”
MUST ( cn$ uid $ uidNumber$ gidNumber$ homeDirectory)
MAY ( userPassword $ loginShell$ gecos$ description)

nisSchema.2.1
NAME ”shadowAccount”
SUPtop
AUXILIAR Y
DESC”Additional attributesfor shadow passwords”
MUST uid
MAY ( userPassword $ shadowLastChange$ shadowMin
shadowMax $ shadowWarning$ shadowInactive$
shadowExpire$ shadowFlag$ description)

nisSchema.2.2
NAME ”posixGroup”
SUPtop
STRUCTURAL
DESC”Abstractionof agroupof accounts”
MUST ( cn$ gidNumber)
MAY ( userPassword $ memberUid$ description)
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nisSchema.2.3
NAME ”ipService”
SUPtop
STRUCTURAL
DESC”AbstractionanInternetProtocolservice.
MapsanIP port andprotocol(suchastcp or udp)
to oneor morenames;thedistinguishedvalueof
thecnattributedenotestheservice”scanonical
name”
MUST ( cn$ ipServicePort$ ipServiceProtocol)
MAY ( description)

nisSchema.2.4
NAME ”ipProtocol”
SUPtop
STRUCTURAL
DESC”Abstractionof anIP protocol.Mapsa protocolnumber
to oneor morenames.Thedistinguishedvalueof thecn
attributedenotestheprotocol”scanonicalname”
MUST ( cn$ ipProtocolNumber$ description)
MAY (description)

nisSchema.2.5
NAME ”oncRpc”
SUPtop
STRUCTURAL
DESC”Abstractionof anOpenNetwork Computing(ONC)
RFC1057RemoteProcedureCall (RPC)binding.
This classmapsanONCRPCnumberto aname.
Thedistinguishedvalueof thecnattributedenotes
theRPCservice”scanonicalname”
MUST ( cn$ oncRpcNumber$ description)
MAY description)

nisSchema.2.6
NAME ”ipHost”
SUPtop
AUXILIAR Y
DESC”Abstractionof ahost,anIP device. Thedistinguished
valueof thecnattributedenotesthehost”scanonical
name.DeviceSHOULDbeusedasastructuralclass”
MUST ( cn$ ipHostNumber)
MAY ( l $ description$ manager)
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nisSchema.2.7NAME ”ipNetwork”
SUPtop
STRUCTURAL
DESC”Abstractionof anetwork. Thedistinguishedvalueof
thecnattributedenotesthenetworkscanonicalname”
MUST ( cn$ ipNetworkNumber)
MAY ( ipNetmaskNumber$ l $ description$ manager)

nisSchema.2.8
NAME ”nisNetgroup”
SUPtop
STRUCTURAL
DESC”Abstractionof anetgroup.May referto othernetgroups”
MUST cn
MAY ( nisNetgroupTriple $ memberNisNetgroup$ description)

nisSchema.2.09
NAME ”nisMap”
SUPtop
STRUCTURAL
DESC”A genericabstractionof aNIS map”
MUST nisMapName
MAY description

nisSchema.2.10
NAME ”nisObject”
SUPtop
STRUCTURAL
DESC”An entryin aNIS map”
MUST ( cn$ nisMapEntry$ nisMapName)
MAY description

nisSchema.2.11
NAME ”ieee802Device”
SUPtop
AUXILIAR Y
DESC”A devicewith aMAC address;deviceSHOULDbe
usedasastructuralclass”
MAY macAddress
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nisSchema.2.12
NAME ”bootableDevice”
SUPtop
AUXILIAR Y
DESC”A devicewith bootparameters;deviceSHOULDbe
usedasastructuralclass”
MAY ( bootFile$ bootParameter)
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